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Unit 1: INTRODUCING FOSS
Within Unit 1, we will explore the following:
- in Lesson 1 the definition of ‘Free and Open Source Software’ (FOSS) and the main
differences from proprietary software;
- in Lesson 2 the types of freedom related to FOSS, discerning between facts and myths
related to FOSS theory and applications;
- in Lesson 3 the issues related to licensing, user rights, ownership and responsibilities
of FOSS users;
- in Lesson 4 the ways to find relevant FOSS communities, the main communities in the
world as well as their ways of collaboration.
Versio 2.0, 04.09.2019.
Author: Katerina Tsinari, CC BY-SA 4.0
(https://creativecommons.org/licenses/by-sa/4.0/)
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Lessons
.
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.
Lesson 1.1: Defining FOSS and the difference with
proprietary software
.
The European Commission has launched the Digital Agenda for Europe, which proposes
to better exploit the potential of ICT -including FOSS- in order to foster innovation, economic
growth and progress, pointing out the need to promote the digital skills of the European
workforce. The use of FOSS will bring several benefits to European SMEs and will particularly
improve their digital performances and competitiveness.
.
.
In this lesson we will explore the following:
- What is the concept behind the definition of FOSS?
- What are the guiding principles/ the four freedoms?
- What are the main differences between FOSS and proprietary software?
- Which are the key players involved in this field at international level?
.

.
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U1.L1. Part 1 - A historical background

.
.
As stated by Unni, “the origins of open source software can be traced back to 1964–65
when Bell Labs joined hands with the Massachusetts Institute of Technology (MIT) and General
Electric (GE) to work on the development of MULTICS for creating a dynamic, modular
computer system capable of supporting hundreds of users. During the early stages of
development, open source software had a very slow beginning primarily because of some
preconceived notions surrounding it” (Unni 2016, p. 271).
.
.
In 1983 GNU was launched by Richard Stallman, as an operating system which would
be put together by people working together for the freedom of all software users to control
their computing (FSF 2018b). Stallman, who initiated in this way the Free Software movement,
realised from the start, that access to a software's source code was one of the prerequisites to
make it 100% free. The struggle for Free and Open Source Software (FOSS) has just began.
.
.
Linux was necessary to complete GNU and started in 1991. Linux is the kernel below
GNU, connecting GNU to a computer’s hardware. You can understand ‘GNU’ as a rather huge
collection of basic programs necessary for operating systems.
.
.
In 1997 the ‘Debian project’ wanted to create a completely free operating system
(Linux) and the company Netscape wanted to release a browser as FOSS. Within these
developments, a team was created based in Silicon Valley and started intensively campaigning
for FOSS and used for the first time the term ‘Open Source Software’. The new term aimed to
clarify the difference between this and software that was just free of charge. The team wanted
fast commercialisation and acceptance of FOSS by companies and the booming economy and
decided not only to leave aside the terminology issues - as these seemed to be against the wider
acceptance-, but also to focus on the technical advantages. The team was then called the Open
Source Initiative (OSI) and is today a non-profit corporation with global scope. OSI is now
educating about and advocating for the benefits of open source and is also building bridges
among different constituencies in the open source community.
.
.
In lesson 3 of this chapter you will learn more on the definition of FOSS, which is one of
the most often used terms today and the term that we are going to use throughout this course.
You
can
find
more
information
on
the
different
terms
here:
https://fsfe.org/freesoftware/basics/comparison.html.

.
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U1.L1. Part 2 - Guiding principles: The four freedoms

.
.
Speaking about Free and Open Source Software (FOSS) is speaking about freedom. For
example, think of the freedom to give away your recipe or to allow your friends to improve it.
In a similar way, FOSS can be given to other people, who can use it or improve it. If you think
that with FOSS you need to know about programming, you are mistaken. If you ever need help,
the so called ‘freedoms’ of FOSS give you among other things the possibility to ask for solutions
from people who can program for the whole community. Just remember, that a precondition
is that they need to have access to the source code - otherwise, it is impossible. But is that
enough? Are there any other necessary preconditions?
.
.
The main preconditions are what we call today ‘the four freedoms of FOSS’ (and they
are given by a software’s licence – see chapter 3). These are: 1. the unlimited use of software
for any purpose; 2. the right to study how a program works, to read the source legally and
understand it. Access to the source code is a precondition for this; 3. the right to share copies
of a (modified or not) software and hereby to help other people and 4. the freedom to improve
or modify a program and distribute the improvements, so that everybody profits from it.
.
.
1. The freedom to use the program means the freedom for any kind of person or
organization to use it on any kind of computer system, for any kind of overall job and purpose,
without being required to communicate about it with the developer or any other specific entity
and without having restrictions such as licence expiry or geographic limitations. It is the user's
purpose that matters, not the developer's purpose (FSFE 2019b, p.4).
.
.
2. The freedom for anyone to study the source code -without non-disclosure
agreements or similar restrictions- and make changes includes the freedom to use your
changed version in place of the original.
.
.
.
3. The freedom to share if you wish means you are free to redistribute copies, either
with or without modifications, either gratis or charging a fee for distribution, to anyone
anywhere, without having to ask or pay for permission to do so. If you do publish your
modifications, you should not be required to notify anyone in particular, or in any particular
way.
.
.
4. The freedom to improve a software and distribute copies of your modified versions
to others includes the freedom to release your modified versions as FOSS publicly. If a program
is delivered in a product designed to run someone else's modified versions but refuses to run
with your modifications, then it’s not FOSS even if the source code is free. Further, if you modify
a program by merging in available free subroutines or modules and the license doesn’t allow
the merger along with a similar licence (see lesson 3), but requires non-free licencing, then the
license is too restrictive and the software is not free.
.
.
Any software which denies at least one of the 4 freedoms is called “non-free” or
“proprietary” software. This sometimes is called “closed-source” software, but that term is
misguiding as it only affects 1 freedom – but all freedoms are equally important for software
freedom.

.
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U1.L1. Part 3 - The definition of FOSS

.
.
Over the course of time, a variety of terms have been used to define Free and Open
Source Software (FOSS). Historically seen, there are two political camps in the FOSS community
that formed the development of the term. On the one hand the ‘free software movement’ of
the Free Software Foundation (FSF) is a campaign for users' freedom and considers non-free
programs an injustice to the users. While on the other hand the ‘open source camp’ of the
Open Source Initiative (OSI) declines to see the issue as a matter of justice to the users and
bases its arguments on practical benefits only (although some OSI representatives don’t have
the same opinion and accept also the political importance of FOSS) (Stallman 2016a).
.
.
‘Free Software’ was the first term and it was first documented in the magazine GNU's
Bulletin, vol. 1 no. 1 of February 1986. This specific term is today officially preferred by the Free
Software Foundation Europe (FSFE) as well as by the GNU Operating System (GNU). On the
contrary, the term ‘Open Source Software’, which was originally defined to mean the same
thing as Free Software in terms of licenses and implementation, was first used in 1998 by the
OSI. Today there are companies that prefer and use one or the other term. In practicality there
are no differences as both terms mean the same.
.
.
A third term evoked by a researcher studying practices and methods used by
developers in the FOSS community. He decided that the terminology should not rely on the
developers' political views and so he used the term ‘FLOSS’ (Stallman 2016b). FLOSS means
‘Free/Libre and Open Source Software’ and was introduced as the name of a research project
by Ghosh back in 2000. Already in the beginning of the 90s the term ‘Libre Software’ was
popularised. This term, which was mainly used in the Spanish speaking communities, influenced
the research project named FLOSS and was also used by the European Commission since their
involvement with FOSS on a regular basis. The ambiguity of the English word ‘Free Software’
and the misunderstandings of the term ‘Open Source’ were now being avoided through the
adoption of a term that clearly talked about freedom and not money and could be still used in
an identical way to FOSS.
.
.
The rest of the terms, like ‘organic software’ or ‘ethical software’, are further additions
to the terminology debate and tend to cause confusion as they virtually invite people to look
for differences that actually don’t exist. ‘FOSS’, which stands for ‘Free and Open Source
Software’, is one of the most often used terms today and also the term that we are going to
use throughout this course. You can find further information on the terminology discussions in
this article.
.

.
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U1.L1. Part 4 - Main differences between FOSS and proprietary software

.
.
Costs
.
A common misbelief is that Free and Open Source Software (FOSS) means ‘zero-cost
software’. It is a fact, that FOSS can be distributed free of charge, but its main difference to
proprietary software is that it is free to be used, studied, shared and improved by anyone under
the terms of its license. On the contrary, users of proprietary software may be denied one (or
more) of the previously described freedoms. For example, users may be able to ‘share’ and
‘improve’, but have a restricted ‘usage’ to only private usage.
.
.
Amount of control
.
A second difference is the following situation concerning the amount of control we
have over our own programs. At ‘non-free’ or ‘proprietary’ the program (and its developers)
controls the users. There might be functionalities designed to mistreat, spy on, censor or even
restrict the users along with unforeseen limitations and other unwelcome surprises. The
opposite applies for FOSS, where users control the program, both individually and collectively.
.
.
Licencing
.
The third difference has to do with licencing. Proprietary (also called non-free)
programs are the opposite of Free and Open Source Software. This is because they are
distributed under traditional, royalty-based licensing terms, where users pay per copy, or under
any other terms sufficiently restrictive to prevent open source dynamics from operating. On
the other hand, FOSS can be used without paying a license fee, and anyone can modify the
software. Thus, there is certain proprietary software can also be used without paying a license
fee, e.g. “freeware”.
.
.
Source code
.
A further important point to keep in mind is that the source code of proprietary
software is usually a closely guarded secret, whereas by FOSS it is freely available.
.
Examples
.
Category
.
Proprietary
.
FOSS
.
Office application
.
MS Office
.
Libre Office, Open
package
Office
.
Operating System
.
MS Windows,
.
GNU/Linux,
MAC OS
FreeBSD, OpenBSD
.
Web browser
.
Microsoft
.
Mozilla Firefox
Internet Explorer
.
Telephony over
.
Skype
.
Ekiga, Empathy
internet
.
Compressing/decom .
winzip
.
7-zip
pressing files
.
Multimedia Players
.
Winamp,
.
VLC, Audacious,
Windows Media Player,
Clementine, Miro
QuickTime
.

.
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U1.L1. Part 5 - Key players at international level

.
.
The Free Software Foundation (FSF) is a non-profit organisation with a worldwide
mission to promote computer user freedom by promoting the development and use of free (as
in freedom) software and documentation and by campaigning against threats to computer user
freedom. It also provides important resources to the community including the FSF/UNESCO
free software directory.
.
.
Free Software Foundation Europe (FSFE) is a charity that empowers users to control
technology. It helps individuals and organisations to understand how Free Software contributes
to freedom, transparency, and self-determination and enhances users' rights by abolishing
barriers to Free Software adoption. It also encourages people to use and develop FOSS and
provides resources to enable everyone to further promote Free Software in Europe. FSFE is an
official European sister organization of the US-based FSF. FSF and FSFE are financially and legally
separate entities (Wikipedia 2018a).
.
.
The Open Source Initiative (OSI) is a non-profit corporation with global scope formed
to educate about and advocate for the benefits of open source and to build bridges among
different constituencies in the open source community. It also approves licences of Open
Source Software.
.
.
The Libre Office – The Document Foundation is community-driven FOSS and a project
of the non-profit organisation ‘The Document Foundation’. LibreOffice, originally based on
OpenOffice.org (known as OpenOffice) is the most actively developed OpenOffice.org
successor project.
.
.
The European Commission puts efforts in the promotion of FOSS. Since 2000 there is a
strategy for the internal use of FOSS, and has since been updated three times. The Open Source
software strategy 2014-2017 proposes to adopt their use within the Commission formally. The
EU promotes FOSS within Member States, it has created the first FOSS license available in 22
languages and open to anyone and has also launched the Open Source Observatory. More at:
https://ec.europa.eu/info/departments/informatics/open-source-software-strategy_en
.
.
A list of Organizations that work for freedom in computer development and electronic
communications can be found at https://www.gnu.org/links/links.html#FreedomOrganizations
.
.
.
Lesson 1 - Assessment
.
.
Are you ready to say what FOSS is?
.
.
(free text answer)
.
.
The abbreviation ‘FOSS’ means: …………………………………………………………..
.
Correct answer is: Free and Open Source Software
.
Check all that apply
.
.
Which are the guiding principles of FOSS?
.

the freedom to use

.

the freedom to study

.
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.

the freedom to share

.

the freedom to sell the software

.
.
.

the freedom to change the software in any way
The main differences between FOSS and proprietary software concern:

.

Licencing

.

market price

.

Amount of control by the users

.
.
.
.
.
.

their business usage
(False/True Statements)
Proprietary software typically allows users to copy and distribute the software.

.
1 True
2 False
.
.
The European Commission, which is already using FOSS for many of its key ICT
services and software solutions, has updated its strategy for internal use of FOSS and will
further increase the role of this type of software internally.
.
.
1 True
2 False
.
.
Famous examples of FOSS tools are Microsoft Office, Windows Media Player and
Google Chrome Internet Browser.
.
.
1 True
2 False
.
.
Lesson 1 - Summary
.
.
FOSS exists since the 80’s and is based on four freedoms/guiding principles: the
freedom to use, study, share and change/improve a software in any way, as the source code is
open. There is a variety of terms that are used to define FOSS, which all basically mean the
same thing. The main difference between proprietary software and FOSS is that with
proprietary software users are not allowed to copy or modify or use limitlessly neither to
distribute the software. Famous examples of FOSS are OpenOffice/LibreOffice, GNU/Linux,
Mozilla Firefox and VLC. Many organisations are promoting the use of FOSS worldwide, like for
instance the FSF, the OSI, the Document Foundation, FSFE and the European Commission itself.
.
.
Literature - Lesson 1
.
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.
.

.

Lesson 1.2: FOSS myths and types of freedom

.
There are many myths about FOSS being not secure or coming with no technical
assistance. These misleading perceptions have been holding users away from FOSS tools
for a long time now. In this lesson we discern between facts and myths and describe how
things really look like in the FOSS world.
.
.
In this lesson we will explore the following:
- How can we tell apart myths from facts?
- Which are the different types of ‘freedom’ implied in the FOSS concept?
- Which are the greatest reasons for using FOSS?
- Are there any disadvantages when using FOSS tools?
.

.
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U1.L2. Part 1 –Telling apart myths from facts

.
.
Myth1: FOSS is less secure since the source code of a software is publicly
available. Source code that is openly accessible and published can be checked by
independent parties for security loopholes or installed backdoors, which is a trust-gaining
measure.
.
.
Myth 2: No professional technical support available with FOSS. Many FOSS
companies specialise in support-services for clients and so FOSS users can choose from a
large number of providers of professional support packages.
.
.
Myth 3: Low Compatibility of FOSS with other/proprietary software. FOSS can be
complementary to other/proprietary software, as it can be modified to run both well on
Windows, Apple or Linux. Prominent examples are the Firefox Browser, Libre Office or the
VLC Media Player.
.
.
Myth 4: FOSS is not very reliable, because it is always developed by
amateurs/hobbyists. Many different individuals and companies contribute code, and many
highly paid IT-professionals are working in large companies that invest millions of Euros in
FOSS development and code improvement. Around 90% of the contributions to the Linux
kernel come from professional developers employed by different companies.
.
.
Myth 5: FOSS is in general less user friendly. Different FOSS is developed for
different kinds of users and usage contexts, but the times when FOSS lacked a proper user
interface are long gone. Mozilla Firefox, the popular Android operating system for
smartphones, the most modern TV screens, Wikipedia and web publication tools like
WordPress, Drupal or Typo3 are FOSS or include FOSS components.
.
.
Myth 6: FOSS is only a trend and you can’t rely on it for the future. FOSS is actually
a long-term success story. By the 1980s, almost all software was proprietary. Since then,
free software developers have tried various methods of finding funds and a constantly
growing number of individuals, businesses and institutions use and contribute to FOSS.
.
.
Myth 7: FOSS means ‘non-commercial’. FOSS must be available for commercial
use, development, and distribution. Regardless of how users get their copies (paid or free
of charge), they always have the freedom to sell copies. If a FOSS program doesn’t allow
this, it is not FOSS.
.
.
More myths and truths on FOSS: p.12-13, FSFE (2019b). URL:
https://download.fsfe.org/campaigns/pmpc/PMPC-Modernising-with-Free-Software.pdf

.
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U1.L2. Part 2 – Great reasons for using FOSS tools

.
.
Any piece of FOSS that respects users' freedom has a strong inherent advantage
over a proprietary competitor that does not. Even if a FOSS-newcomer is going to have a
series of new things to consider, FOSS always has freedom. The following list helps you get
an idea of the potential benefits of using FOSS in a compact and simplistic way. Please
remember that benefits are highly context-dependent and apply in different extends.
.
.
Potential benefits of using FOSS include:
• the possibility of developing further your digital skills;
• improved software quality created by the collective power of talented community
members;
• the ability to customise software for own usage;
• fair competition in the software-market;
• freedom from vendor-lock in, meaning that there is no more the risk of becoming
locked in by the vendor or technology and then be at the mercy of vendors' price
increases and experience a lack of flexibility you can't easily and readily escape.
(More information on the costs of Vendor Lock-In: FSFE 2019b, p.8);
• the huge potential of increasing security, as it allows for much more thoroughly
reviewed independent security checks that help close security holes faster. (More
information on the security of FOSS: FSFE 2019b, p.22-23);
• long-term sustainability of software with quicker development and
troubleshooting, since there is a powerful community when issues arise or the
possibility to pick another provider and potentially influence the development, no
vendor lock-in etc;
• increasing stability (especially in regard to malware) and protection of privacy,
mainly when the source code is public, since this will increase the possibility to
detect harmful behaviour, and enable experts to fix it even if the vendor doesn’t
want to;
• increasing reliability since more eyes are on FOSS, the source code tends to be
superior and the output very robust;
• companies and users have more control over their own hardware devices, own IT
systems and associated digital artefacts;
• that global and united communities are improving FOSS by often introducing new
concepts and capabilities faster, better, and more effectively;
• decreasing software costs in mid- to long-term as FOSS require no licensing fees.
Thus, the development and feature enhancement, as well as vendor support
services, will still cost money. Migration and training of users can also cost money,
and FOSS is not gratis per se (but it’s often the case). But FOSS licences are, in many
cases, chosen not only because of short‐term monetary incentives, but also as part
of a strategy for self‐determined sovereignty over IT, preventing vendor lock‐in;
.
.
Video on advantages for SMEs (“What's In It for Me? Benefits from Open Sourcing
Code - Open Source Developers @ Google Speaker Series: Ben Collins-Sussman and Brian
Fitzpatrick”, 25.10.2007): https://www.youtube.com/watch?v=ZtYJoatnHb8
.

.
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U1.L2. Part 3 – Are there any disadvantages?

Like any other software, FOSS may sometimes lack expected functionality and provide
limited features. It may be that specific FOSS fails to fulfil expectations in a specific usage
case, because the licence itself doesn’t make the software better. However, anyone can
reuse the source code of FOSS and improve it and anyone can also procure (and pay
someone else) to improve specific FOSS so that it fulfils his expectations, so the probability
of FOSS being the better choice is higher than with proprietary software.
Some developers or users may claim that FOSS is not always as convenient, reliable and
flexible, in purely practical terms, as its proprietary competitors. However, before we
generalise like this, let’s keep in mind that FOSS is not a single product, but a very broad
range of products with specific and important attributes. There are cases when there are
not even comparable proprietary alternatives to FOSS, especially in the server sector, e.g.
webservers, container and orchestration software. While a licence doesn’t make a
software’s quality better, it increases though the probability of doing so, and has many
advantages completely separated from the code itself, e.g. independence, sustainability,
community.
Moreover, Richard Stallman explains in his article on Why Open Source Misses the Point,
that “the idea of open source is that allowing users to change and redistribute the software
will make it more powerful and reliable. But this is not guaranteed. Developers of
proprietary software are not necessarily incompetent. Sometimes they produce a program
that is powerful and reliable, even though it does not respect the users' freedom.”
Furthermore, “because there is no requirement to create a commercial product that will
sell and generate money, FOSS solutions can tend to evolve more in line with the
developers’ wishes than the needs of the end-user. For the same reason, FOSS can be less
‘user-friendly’ and not as easy to use because less attention is paid to developing the user
interface. There may also be less support available for when things go wrong” (Bridge
2018). However, ask yourself, if a proprietary software’s vendor goes bankrupt, who could
provide support? At least for FOSS, this would not be a problem.
.
“Although having an open system means that there are many people identifying
bugs and fixing them, it also means that malicious users can potentially view it and exploit
any vulnerabilities” (Bridge 2018). However, this opinion is based on the theory of ‘security
by obscurity’. Fact is that advanced security researchers (and malicious actors) are able to
often retrieve large portions of a software’s code by reverse engineering, and that also pure
blackbox penetration tests also enable successful attacks against software.
.
Lesson 2 - Assessment
.
.
Are you ready to discern between facts and myths?
.
.
(Matching Text)
.
.
FOSS respects… → users' freedom.
.
.
With FOSS tools, companies and users have… → more control over their own
hardware devices and IT systems.
.
.
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.
It is not guaranteed… → that allowing users to change and redistribute a software
will make it more powerful and reliable.
.
.
Check all that apply
.
.
FOSS is developed by:
.

1 hobbyists and highly paid IT-professionals and companies

.

2 only unpaid IT-experts

.

3 certain private companies only

.

4 only by IT university students

.
.
.
.

5 public bodies and non-governmental organisations

FOSS:

.

1 is a long-term success story

.

2 exists only recently as a trend

.

3 was first seen after the 80s

.
4 has been developed even prior to the 80s (all software was free until
proprietary software has been invented)
.
.
.
.
.
.
.
.
.

5 is not sustainable
(False/True Statements)
In order to use FOSS, you need to be an ITexpert.
1 True

2 False

In order to contribute to the FOSS community, you need to be an ITexpert.

.
1 True
2 False
.
.
Lesson 2 - Summary
.
.
There are many myths about FOSS being not secure or coming with no professional
technical support. These misleading perceptions should not hold users away from FOSS
tools, as there are many great reasons for using FOSS, like for instance, the ability to
customise the software, the huge potential of increasing security and the freedom from
vendor-lock in. On the other hand, - thus like any new software we would migrate to - FOSS
usage may require additional training for newcomers.
.
.
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Lesson 1.3: Rights, licensing and responsibilities

.
.
When we use, study, share or improve a software, it is important to be aware of its
licence, our rights as software users and our responsibilities to the developing community.
Licences are affecting our lives giving us not only rights on a software, but also
responsibilities. In this lesson we will understand the main implications on licencing and will
give them practical application.
.
.
In this lesson we will explore the following:
- Which are the rights obtained by a FOSS software user?
- What are the issues related to licensing and copyright?
- Which are the FOSS licences?
- Which are the responsibilities of FOSS users?
.

.
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U1.L3 Part 1 - Issues related to user rights

.
.
The main difference between proprietary software and FOSS is the granting of
rights to use, study, modify and re-use a software product obtained by a user. FOSS
software gives all four rights to a user and contains a “written offer” pointing the user to a
place where s/he can download the source code. On the contrary, proprietary software
typically does not license these rights and therefore keeps the source code hidden or
restricts one of the other four freedoms.
.
.
In addition to granting rights and imposing restrictions on the use of copyrighted
software, licenses typically contain provisions which allocate liability and responsibility
between the parties entering into the license agreement (end-users and companies). In
proprietary software transactions, these terms often include limitations of liability,
warranties and warranty disclaimers, and indemnity if the software infringes intellectual
property rights of anyone.
.
.
Unlicensed software is either public domain software or software which is nondistributed, non-licensed and is handled as internal business trade secret.
.
.
When unlicensed software is being distributed, it is then fully copyright protected.
This means, that it is therefore legally unusable (as no usage rights at all are granted by a
license) until it passes into the public domain after the copyright term has expired. As
voluntarily handing software into the public domain (before reaching the copyright term)
is problematic in some international law domains (for instance the Law of Germany), there
are also licenses granting PD-like rights, for instance the CC0 (which is typically used for
content) or WTFPL.

.
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U1.L3 Part 2 - Ownership and licencing

.
.
Selling is allowed
.
Concerning the ownership rights of a user, keep in mind that a copyright holder
cannot oppose the resale of a digitally sold software. According to the Law, ownership is
transferred and users can sale such software, like for example the EU Directive 2009/24/EC
expressly permits trading of used computer programs.
.
.
Ownership remains with the publisher
.
At proprietary software licenses the software publisher grants the use of one or
more copies under the end-user license agreement (EULA), but the ownership of those
copies remains with the software publisher. This means that certain rights are reserved by
the publisher, for instance the number of installations allowed or the terms of distribution.
As a result, the end-user has no alternative but to accept them, since without it s/he may
not be able to use the software at all.
.
.
FOSS licences
.
To make a newly developed software FOSS, it is necessary to release it under a FOSS
license. There are three widely recognized entities that regularly evaluate licenses: 1. The
Free Software Foundation, 2. the Debian project and 3. the Open Source Initiative. To
decide whether a specific license qualifies as FOSS license, licensing experts review a licence
and its conditions and judge it based on specific criteria (frequently updated) to determine
whether it fits their spirit as well as the precise words. If a license includes unconscionable
restrictions, it is rejected.
.
.
Copyleft vs Permissive licences
.
FOSS licenses can be categorised into copyleft (found also as protective share-alike)
and permissive licenses (found also as non-protective or non-copyleft). Copyleft licenses
are designed to protect the rights to use, study, share and improve the software and require
that those freedoms apply to any derivative works. Permissive licenses allow to redistribute the software without those rights and have minimal requirements about how the
software can be redistributed while they don’t have a clause requiring that they apply to
derivative works as well. For example, a company creating copyleft free and open source
software can be sure that a competitor picking up this work and selling it to customers will
have to make it FOSS.
.
.
It’s a strategical decision which licence to pick, depending on many factors. A list
of different free and non-free licences can be found at:
.
https://www.gnu.org/licenses/license-list.html
.
and https://spdx.org/licenses/ and https://opensource.org/licenses

.
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U1.L3 Part 3 – Responsibilities of FOSS users

.
.
Why contribute?
.
Re-contribution is neither a legal nor a social obligation, but it benefits everyone
and it is a great opportunity to have influence and a better understanding of a FOSS project.
There are advantages for everyone, if people contribute back to the community in any way
they can by donating time or money. This is what is often called ‘the responsibility of a FOSS
user’ and there are users that feel responsible for the continuation and the success of a
FOSS community or a tool they use and either voluntarily or when asked they participate
and collaborate. For companies, contributing time/money is a strategical advantage as they
stabilise their IT infrastructure.
.
.
Project Leadership
.
FOSS project leaders have an on-going responsibility to make it easier for
community members to contribute by planning these steps efficiently. If a project has
significant participation rates, then members and users feel responsible to support a
growing, vibrant community. Contribution, participation, collaboration and transparency
are the key-factors to reach a state where each member embodies the principles of FOSS
and altogether achieve something great.
.
.
To participate or not to participate?
.
Participating in a FOSS community is considered by many people intimidating or
refreshing, but as communities are composed of people, new members should be aware
that they will meet both virtues and foibles of existing members. Important is to support a
common goal with your available skills giving your best effort. Newcomers should therefore
take the time to plan their involvement by visiting first the project’s/the community’s
website, where guidelines are usually provided.
.
.
Do I need to be an IT-expert?
.
Not all users need to be IT-developers to contribute to a FOSS project/community.
Many tasks and things like the code, the documentation or even the artwork of a project
are being created, tested and refined by non-IT-skilled members. Some of the processes
that one could get involved with are: providing feedback, recommending the project to
others, testing or requesting new features, creating artwork, writing or updating
documentation or even translating. The roles commonly used are: leaders, maintainers,
committers, contributors and users.
.
.
.
Lesson 3 - Assessment
.
.
Are you ready to say how licencing applies at FOSS products?
.
.
(Fill in the blank)
.
.
Unlicensed software is either public domain software or software which is nondistributed, non-licensed and is handled as internal business trade secret. When unlicensed
software (not in the PD) is being distributed, it is then fully copyright protected, until it
passes into the public domain after the copyright term has expired.
.
.
Multiple Choice
.
.
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.

The selling or reselling of FOSS software:

.

is not allowed

.

is always allowed

.
.
.

is prohibited for FOSS companies or organisations, like Mozilla
Newly developed software is only Free and Open Source Software:

.

when it is released under a non-free licence

.

when it is called “open source software” in a website

.

when it is released under a FOSS license

.
when the source code is closed
.
.
(Matching Text)
.
.
Copyleft licenses (or protective share-alike licenses)
→ are designed to
protect the rights to use, study, share and improve the software and require that those
freedoms apply to any derivative works – so that FOSS always stays FOSS.
.
.
Permissive or non-copyleft licenses licenses
→ allow to re-distribute the
software as proprietary software or to bundle it together with proprietary software and
have minimal requirements about how the software can be redistributed, while they
don’t have a clause requiring that they apply to derivative works as well.
.
.
Lesson 3 - Summary
.
.
FOSS software gives both rights to a user and bundles the source code with the
software. Unlicensed software is either public domain software or software which is nondistributed, non-licensed and is handled as internal business trade secret. Unlicensed
software is always fully copyright protected - unless the copyright expired (e.g. after 70
years). The selling or reselling of FOSS software is allowed. Newly developed software is
only free, if it is released under a FOSS license. FOSS licenses are roughly dividable into 2
categories: a) Copyleft licenses and b) permissive licenses. FOSS users are welcome to
contribute back to the communities that developed the tools they use and feel responsible
for the continuation and success of them.
.
.
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Lesson 1.4: FOSS communities and their ways of
collaboration
.
.
FOSS communities or projects and their members have developed interesting ways
of collaborating with each other across the globe. They are supported not only by their
users, but also from bigger foundations or organisations. New users and IT experts wanting
to contribute will find a number of ways to participate in these exciting groups. The most
famous ones are the Linux community, the WordPress project, the Moodle project, and the
Drupal project.
.
.
In this lesson we will explore the following:
- How can we find a relevant FOSS community or project?
- Which are the main FOSS communities in national and international level?
- How do the members of FOSS communities communicate and collaborate at local,
national and transnational level?
.

.
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U1.L4 Part 1 – Finding a FOSS community

.
.
FOSS communities
.
FOSS communities or projects often are diverse and highly motivated groups of
developers and end-users. They sometimes are supported by initiatives, foundations or
associations to contribute to a common effort, to maintain communication with each other
and to efficiently organise themselves. As private companies (like Intel, IBM or Samsung)
use open source code to build their own commercial products and services, they also see a
strategic value in contributing back to those projects and support such communities as well
(such companies often also release FOSS themselves). Today there is a large community of
users who run GNU/Linux and other FOSS and there are even more people, who would like
to extend this work, and who try to convince more users to use FOSS.
.
.
Finding a community
.
It is possible to find someone to either get or give help to no matter what your
interests are. Looking across Social Media pages like Facebook, Twitter, Google+, LinkedIn
or Reddit, there are numerous official and unofficial accounts that share each community's
news and views. This is an easy way to find all relevant international or national
communities of Wordpress, Joomla, NextCloud, OwnCloud, Drupal, Mozilla or the Software
Libre Society simply by looking for them with your internet search engine.
.
.
Becoming member of a community and getting in contact
.
.
There are a lot of ways to contact members of the community and get involved by
contributing to the development of new tools and exciting solutions. The first time it may
be overwhelming or scary, but soon enough users realise how welcoming a community can
be. Sometimes members come from very different countries and will probably never meet
each other, but they often have a lot of fun and enjoy volunteering or helping each other.
.
.
Establishing collaboration with the most relevant communities (for SMEs)
.
If an SME is new to FOSS, one option is to learn it on its own, as there is no secret
code only insiders know. There are many examples in which companies accumulated
experience from learning. Alternatively, an SME can consider to hire someone who has
already collaborated with a FOSS community and can provide guidance to the SME
concerning how to both contribute and gain the most from such communities. Experienced
contributors can act as mentors and help SME-employees pursue the FOSS pathway. The
ways in which an SME can establish new collaborations with relevant communities vary
from project to project.

.
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U1.L4 Part 2 - Large FOSS communities in international level

.
.
Mozilla, GNU, GNOME, KDE, LibreOffice, Nextcloud are all large communities, but
the largest and most active FOSS project in existence is the Linux community (Corbet 2016).
The Linux kernel, is a project in which over 13,500 developers from over 1,300 different
companies have contributed to since 2005 (The Linux Foundation 2019). One of the most
compelling features of Linux is that it is accessible and anybody with the requisite skills can
improve Linux and influence the direction of its development (Corbet 2016).
.
.
Moodle is a widely used Learning Management Software space, primarily
concerned with e-learning and training, that is used by many universities around the world.
The Moodle project has won the attention of large organisations like Cisco and IBM and has
a range of useful features and over 1200 plugins. It allows you to be very specific about how
you can customise your e-learning system and has a very hands-on community forum with
well-documented processes.
.
.
WordPress is a massive community powering over 30% of the web. The platform
that was at first a blogging space has now mapping, video and enterprise commerce
capability. 500 sites are created daily, and over 47,000 plugins are developed. The
community is very active from day 1 and it allows for 14 different ways that users can
contribute to the platform (CeBIT Australia 2018). The diverse community includes not just
developers, but bloggers and business owners, so there is feedback on many levels.
.
.
The Drupal community -a similarly large community to Wordpress and its direct
competitor in many usage cases- has more than 1 mill. passionate developers, designers,
trainers, strategists, coordinators, editors, and sponsors that are working together to build
Drupal, provide support, create documentation, share networking opportunities etc.
.
.
Github - which is a platform, together with GitLab, Gitea, GNU Savannah and
others- is known as the ultimate ‘geek-rave site’ and it is considered as the largest open
source hosting platform in the world, where millions of projects are running on coding,
security, 3D Modelling, productivity tools, data visualisation etc. (CeBIT Australia 2018).

.
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U1.L4 Part 3 - How members of FOSS communities communicate and
collaborate
.
.
Live communication
.
The IRC Live Chat is commonly used for user support and general discussion within
community members, like for example the members of the FSF join each other each Friday
in the IRC Live Chat channel irc://chat.freenode.net/fsf for their scheduled meetings or the
OSI uses the #osi channel for their live chats. In the community pages (f.e. in the ‘Free
Software Directory blog’) users find information, like the meeting topics or older minutes.
.
.
Mailing lists
.
Mailing lists are another usual way to communicate with subscribed community
members. At the OSI or the FSFE for instance, there are many global and regional mailing
lists, for announcements, discussion, licensing or other topics. Users can easily follow the
discussions, while the path to a successful and fulfilling collaboration is being smoothed.
.
.
Live events, Meetups, Summits and Conferences
.
Community members are also meeting each other at community events, where
they can meet face to face, swap tips, and get inspiration for their ongoing and next
projects, making friends along the way. WordPress (the same applies to Drupal), for
example, has ‘WordCamps’ all over the world, even more Meetup groups, and conferences
like ‘Pagely’s annual PressNomics’.
.
.
Working groups
.
Other projects, like Drupal, have ‘Community Working Groups’ that uphold the
community’s Code of Conduct and maintain a friendly and welcoming community for
members and newcomers.
.
.
Forums
.
Forums and Wikis offer communities a huge knowledge bank that supports both
developers and users and are considered as another effective way to contribute and help
others.
.
.
.
Lesson 4 - Assessment
.
.
Are you ready to say how communities work with each other?
.
.
(Yes or No)
.
.
Communities are supported not only by their users, but also from bigger
foundations or organisations.
.

Yes

.
No
.
.
There is only one way to contact members of a community and get involved by
contributing to the development of new tools and exciting solutions.

.

.

Yes

.

No
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.
.
.
.

Check all that apply
The main ways to collaborate with members of a FOSS community are:

.

Online-Chats

.

subscription in Mailing-lists

.

organisation of teleconferences with community leaders

.

participation in live events

.
.
.

visits to company offices
One of the largest international FOSS communities are the:

.

WordPress project

.

Moodle project

.

Microsoft community

.

Apple community

.
Linux project
.
.
.
(Fill in the blank)
.
.
If an SME is new to FOSS, it should be considered to hire someone who has already
collaborated with a FOSS community, so they can provide guidance to the SME concerning
how to both contribute and gain the most from such communities. Experienced
contributors can act as mentors and help SME employees pursue the FOSS pathway.
.
.
Lesson 4 - Summary
.
.
Communities are usually diverse and highly motivated groups of developers and
end-users, supported by initiatives and foundations or associations. There are a lot of ways
to contact members of a community and get involved by contributing to the development
of new tools and exciting solutions. The largest international FOSS communities are the
Linux-, the WordPress-, the Moodle-, and the Drupal-project. Their members communicate
and collaborate with each other using live chats, mailing-lists, by organising live events or
by working together in online-groups and forums.
.
.
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Unit 2: Why FOSS in business
.

Lesson Title: 2.1 Business models for FOSS

Lesson Introduction:
The aim of this Lesson is to teach you which main business models for
FOSS exist, how they work and how they relate to you.
The purpose of this lesson is additionally to build an understanding for
which business models for FOSS you are considering are well suited for your
business needs.
In this lesson we will explore the following:
- The basics of business models for FOSS
- Common types of business models for FOSS
- A brief overview of how business models for FOSS have evolved
2.1 Part 1 – Introduction to business models based on
FOSS and common types
Business models for FOSS follow the principles of Free
and Open Source Software development patterns. We have
introduced in Unit 2, Lesson 1 that FOSS development can be
highly collaborative and requires the source code to be openly
available. This leads to the fact, that developers don’t usually ask
for an upfront payment just for purchasing a license to use the
software. In the FOSS model, developers come together to
collaboratively come up with a solution. They pool resources so
that everyone can benefit. In this sense, the separation between
author and user is not necessary in FOSS. Thus, it would be in
confrontation to this model to ask for license fees. Apart from this,
it would be practically difficult, as the code is openly available everyone can just take the program! Different models to finance
development of Free and Open Source Software had to be found.
It may be impossible to establish an exhaustive list of
business
models based on FOSS, not only because new models
come up through technological developments (such as Software
as a Service). Attempting just that though, in a study, 34 leading
experts on FOSS have identified 27 different business models for
FOSS. For your time’s sake we will only introduce the most
important types here.
Of these ten business models, there are eight established
business
models where a common understanding of how they
work has already been reached. Additionally, there are two
business models which are still emerging and are therefore
.
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currently in flux. Of course it is always possible to define and
delineate business models differently, but we regard this as a
reasonable structuralisation.
The eight established business models for FOSS, ordered
by estimated relevance are:
• Auxiliary services
• Corporate development and distribution
• SaaS with distribution of server software
• Dual-licensing/Selling exceptions
• Membership and donations
• Crowdfunding
• Advertising
• Update subscriptions
The two emerging business models for FOSS are:
• Selling user data
• Software certification
These two lists have a few entries and their meaning may
not always be self-explanatory to newcomers to the topic. We
therefore want you to first only get a broad idea of the kind of
business models that usually work well with FOSS software. We
will explain each in some detail on the next sections.
The basics of FOSS licenses were already explained and
this knowledge will come in handy in this section, as we will build
on this and explain the main differences between business
models for FOSS and proprietary business models.
• Commercial proprietary software usually incurs an upfront
payment for acquiring a license to use the software.
• FOSS usually does not incur an upfront payment, but just
requires following the license conditions.
• FOSS software is usually financed through revenue
generated by payments not from the direct software
license sale.
An interesting aspect of business models for FOSS is that
theses models are sometimes targeted more toward covering
costs than to turn a profit. This does not mean however that there
are not a great many companies employing a FOSS business
model which are geared toward turning a profit.
-

.

-

2.1 Part 2 – Relevant models in details
Auxiliary services
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.

Auxiliary services generate revenue for the developer by
offering services that go beyond just the right to use the product.
Such additional services can be product implementation,
customisation, support, maintenance, consulting, training or
localisation.
Examples of this model are:
• Red Hat, which offers a multitude of services, such as
training, support and maintenance complementing its Linux
kernel based Operating System.
• IBM, which sells consulting services, hardware for FOSS
operating systems and numerous FOSS software
complementing its hardware.
• NextCloud, a cloud storage and productivity suite, is being
distributed under a FOSS license for anybody to run. The
company sells product support, consulting etc. and finances
development with this.
Corporate development and distribution
This is not a model that directly turns a profit, but is more
about enabling the usage of software. Organisations pay
developers to customise software to their needs and release
these customisations to the FOSS community, with the aim that
the customised software is being maintained by the community.
Examples of this model are:
• Companies paying developers to contribute code to the
Linux kernel. Companies use the kernel and mutually profit
from own development and the development efforts of
others.
• Android smartphone manufacturers adapt Android to work
with their hardware. The permissive license of Android
allows these vendors to not publish these changes.
• Raspberry Pi, which develops low cost computers for the
study of computer science in education, a cause also
supported by companies.
SaaS with distribution of server software
Software as a Service (SaaS) has gained significant
popularity in recent years as cloud services have become more
common. SaaS is not only a business model, but also based on a
different technological thinking – that of an always online world. In
this model, FOSS providers offer the software free of charge under
a FOSS license. You could run the software yourself, but this can
be quite complicated and requires you to have the necessary
hardware. So some companies today offer to take all the
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complexity away, run and host the software for you, to be accessed
through the internet, for a, usually recurring, fee. These companies
can be the original developer of the software, or they might be just
a company that has specialised on these kind of offerings.
We will go more into details on how SaaS works in Unit 4,
Lesson 3.22, but we have listed two examples below.
Example of this model are:
• WordPress, a very common FOSS website software that
you can either download and host by yourself free of charge,
or can be hosted by WordPress.com itself or other hosting
providers for a fee.
• Companies can host the FOSS NextCloud suite and offer
the software as a service to customers, getting paid (though
there are also no-cost providers) for the effort and resources
of hosting.
-

-

.

2.1 Part 3 – Interlude - Offline to Online, how FOSS
models have evolved
With internet usage becoming more common for private
households and organisations alike, software business models,
FOSS as well as proprietary software, evolved. More online
interactions meant that software increasingly communicates with
other software via the internet. Such software receives information
online, or, in the case of web apps, run entirely online. As websites
advanced in this way, they become applications. Consider your
computer or smartphone: How much can you do with it when there
is no internet connection? Because of this, a new type business
model would become popular.
Increasingly, revenue is not being made by licensing the
software and the code itself. This is aptly described by the phrase
“there is no money in bits and bytes anymore”. Developers
increasingly generate revenue by web services contracts, leases
and subscriptions, away from one-time-payments. This change in
the revenue generation fits the FOSS business model. It is usual
that money is not made with the “bits and bytes” anyway, but with
other ways of generating income, described in this section. FOSS
has become mainstream in recent years and the changing
business model of the internet has greatly aided this.
2.1 Part 4 – Relevant models in details – Open Core /
Dual-licensing / Selling exceptions
-
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There is some variance in this model, but the essential
element is that a “core” version of the software is released under a
FOSS license, while a version with more features, is released
under a proprietary license for a fee. This core version is often
called “community/developer edition”.
Examples of this model are:
• Oracle MySQL, a database software, is available under a
copyleft FOSS license, but users can pay receive a
proprietary license version which does not have to conform
to copyleft requirements.
• jooQ, a Java middleware, can be used freely under a FOSS
license, but commercial users are required to purchase
software that is identical, but proprietary licensed.
• Revolution Analytics, now owned by Microsoft, which sells a
paid enterprise version of its “R” statistics software, but
offers it too as “R Open” under a FOSS license.
Membership
In this model an individual or organisation can become a
member or supporter of a FOSS development organisation, by
paying a fee. Common are different levels of membership fees.
Formally, the FOSS developer retains control over how to use the
funds and the direction of the project.
Examples of this model are:
• The Linux Foundation, which provides funding for
development of the Linux kernel and numerous other
projects has over 1000 corporate members, with most
technology companies being members.
• The Apache Foundation, which defines the common
Apache License and hosts numerous FOSS projects and
has a high number of individual members.
• The Tor Project, which provides anonymisation software, is
financed by a smaller number of academic and
organisational supporters.
Crowdfunding
The project is financed through usually small donations of a
greater number of either individuals or organisations, unlike
memberships. Traditionally, those donations would be requested at
the beginning of the development and would be one-time
donations. A new variation of this model is an automatic monthly
donation to finance a developer’s work, either on a specific project
or as general support for their work.
Examples of this model are:
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•
•
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Kickstarter, where a developer can offer a project for public
support through one-time donations.
Patreon, where the public can support a developer with a
recurring, monthly stipend, similar to a normal income.
Open Collective, where projects can be supported on a
recurring basis, aiming to provide a yearly budget for
projects.

Advertising
In this model, ads are displayed as part of the software, such
as during the installation process, in the user interface of the
software, or the manual. The developer receives money for
displaying the ads to users of the software. The developer either
implements the ads themselves or uses an advertising network.
Examples of this model are:
• Mozilla, which sets a specific search engine provider as the
default in their products and receives money for this.
• WordPress.com, which is a website system and displays
ads on websites it hosts.
• AdBlock Plus, an ad-blocker plugin for web browsers, which
receives money for not blocking specific ads.
Update subscription
This model usually relates to extensions to big FOSS
projects. For these, in order to receive updates, patches and bug
fixes users need to become paying subscribers. This model is more
usual in cases where the user base is small, but where it is critical
for the users to receive frequent updates or bug fixes. The base
software itself is usually still available free of charge.
Examples of this model are:
• Extensions for website software, such as WordPress or
Joomla, where the user is paying for software in addition to
the core product, which is available under a free of charge
FOSS license.
-

.

2.1 Part 5 – The future of business models for FOSS
The FOSS world has evolved to embrace online services
such as Software as a Service. These services are increasingly
complementing software that is running offline only or utilising a
limited level of online interactions.
With developments such as big data, machine learning and
a seemingly ever increasing number of software offerings,
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opportunities and risks are emerging for which business models
embracing these are evolving.
Using machine learning, for example, offers the possibility
to analyse vasts amount of data and by extension also of user
data, which can be monetised. The sheer number of software
offerings make trust and security an increasing concern for users.
FOSS is not only a development model, but also an ethos
based on freedoms, meaning that most developers of FOSS are
more cautious about the business models they choose for their
products and that those business models should not have a
negative impact on users.
The following models are still emerging in the FOSS world
and the workings are still evolving.
Selling user data
This emerging model analyses users behaviour inside the
product which is offered under a FOSS license free of charge.
Based on these analyses, user profiles are created which are sold
either directly or to advertisers. In the FOSS world, this model is
currently very rare.
No widely known FOSS examples exist for this model.
Software certification
Here, the software is provided under a FOSS license and
can be downloaded freely, but to use the branding of the developer,
a certification fee is required. This can be used in areas requiring
security or trust in the implementation of the software.
An example of this model is:
• Moodle, a digital learning platform, where the developer,
“Moodle HQ” certifies that the implementing organisation of
the software abides to Moodle HQ’s quality standard.
• LibreOffice, a productivity suite, where the developer, “The
Document Foundation” refers to officially certified partners
who offer support services.
2.1 Part 6 – Why the FOSS business model works and
conclusion
In the beginning of this lesson, we have explained that rather
by selling licenses, FOSS projects and businesses typically
generate revenue by other means. We explored how these models
worked, but we have not yet explained of why they work. It might
36

not be immediately intuitive how FOSS can be a successful
business model, as many are used to either upfront or recurring
payment models for commercial endeavours.
Still, we have shown you a number of business models that do not
rely on traditional license sales and have proven to be very
successful. None of these models strictly require an upfront or
recurring payment for the usage of the software.
So why is giving away software such a successful business
model?
It is, because even though often no money changes hands,
there is still value to the exchange.
Why? Because it creates a better product in a bigger market.
Take the Linux kernel: A number of companies contribute to this
product. It has become such a good product, that the market has
become very big. With such a big market, there is plenty of
economic value for companies to profit from. They can sell
extensions, training, consulting, support, migration, hosting, etc.
And its not only good for companies, it’s good for public
institutions and private individuals too.
Using FOSS, cities can collaboratively develop software and
don’t have to re-invent the wheel every time. The four freedoms
give cities the possibility to adjust the software to the city’s needs.
Companies can be tasked with maintenance and development
without the risk of an artificial lock-in effect, from all knowledge
leaving with the supplier.
FOSS scales well with skill and resources available to a user
of a project. Big organisations foten contribute in some way or
another to FOSS, for example by paying for support or making
resources available. Developers can contribute code for issues or
improvements they would like to see. Anyone else can provide
feedback or just promote the project by using it. In this way, FOSS
is quite democratic, as it allows participation, be that consumption
or contribution, at the level of personal ability.
FOSS is a good business model for everyone.
Conclusion
This section introduced you to existing and emerging
business models for FOSS, here as a reminder listed below.
The introduced established business models for FOSS:
.
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•
•
•
•
•
•
•
•

Auxiliary services
Corporate development and distribution
SaaS with distribution of server software
Dual-licensing/Selling exceptions
Membership and donations
Crowdfunding
Advertising
Update subscriptions

•
•

Emerging business models for FOSS:
Selling user data
Software certification

You can see from the listed examples that there are many
ways to finance a FOSS project and many of these models drive
significant revenue to developers. FOSS is an established way of
developing software and build a business on top of it.
At the same time you were introduced to a few common
FOSS products. Some of these products are aimed at end-users
and you might know them, such as Android or Adblock Plus. But
FOSS is especially popular as underlying infrastructure software
being employed by enterprises, such as the database MySQL and
the web server Apache.
We have shown that there are other ways than asking for an
upfront payment to acquire a license to use software and that, in
many ways, FOSS has been at the forefront of establishing other
business models, which are now also being increasingly adopted
by proprietary software.
In the following section your knowledge and understanding
of this section will be tested.
-

Assessment text
In this section you will be asked three questions to confirm you
understand business models for FOSS.
Multiple choice test
Which business models for FOSS are fundamentally different from
proprietary business models:
• FOSS is not for profit and always no-cost. Proprietary software
always costs money
.
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•

FOSS typically generates revenue through ways other than the
actual license sale. Proprietary software typically generates
revenue through up-front payments for licenses.

Which business models are considered typical business models for
FOSS:
• Dual-licensing
• Purchasing a license
• Auxiliary services
• Software as a Service
What is the direction of business models in the software industry:
• Increasingly one-time payments
• Increasingly recurring payments
Exercise
Identify and write down three different pieces of software you use
day-to-day at work. Think about the business model that is used for this
software. Does the vendor sell licenses? Do you pay a recurring fee, maybe
for a SaaS service? Did your company pay for adjustment of the software to
your needs? Does advertising pay for the usage? Add this information to the
software and also add if it is proprietary software or FOSS. Now consider the
FOSS business models you learned about in this lesson and evaluate if any
of them could be successfully applied to the software identified.
Sources:
Part 1
• Okoli, Chitu & Nguyen, Johannes (2016), Business Models for Free and Open
Source Software, SSRN Working Paper Series, 2016,
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2568185

•
•

-

•

•
•
•
•
•
.

Krishnamurthy, Sandeep (2003), A Managerial Overview of Open Source Software.
Business Horizons, September-October 2003. Available at SSRN:
https://ssrn.com/abstract=649903
Krishnamurthy, Sandeep, An Analysis of Open Source Business Models. MAKING
SENSE OF THE BAZAAR: PERSPECTIVES ON OPEN SOURCE AND FREE
SOFTWARE, Joseph Feller, Brian Fitzgerald, Scott Hissam and Karim Lakhani,
eds., MIT Press, Forthcoming. Available at SSRN:
https://ssrn.com/abstract=650001
Part 2:
Okoli & Nguyen 2016,
Red Hat https://www.redhat.com/en/about/company,
IBM https://developer.ibm.com/open/,
Microsoft / Revolution Analytics https://www.microsoft.com/en-us/sqlserver/machinelearningserver
Raspberry Pi https://www.raspberrypi.org/about/supporters/
WordPress https://wordpress.org/about/philosophy/,
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•

•

Nextcloud https://nextcloud.com/about/
Part 3:
Kali Charan, Anil Kumar and Sarkar, Saukhin and Saxena, Amit and Tripathi, Alok
and Moeller, Martina, Freesourcing – a Competitive Advantage in Information Era
(April 24, 2002). MIT Ecommerce Research Forum Working Paper. Available at
SSRN: https://ssrn.com/abstract=308359 or http://dx.doi.org/10.2139/ssrn.308359 )
Part 4:
Okoli & Nguyen 2016,

•
•

MySQL https://www.mysql.com/products/,

•
•
•
•
•
•
•
•
•

Linux Foundataion https://www.linuxfoundation.org/about/,

jooQ https://blog.jooq.org/2013/10/09/jooq-3-2-offering-commercial-licensing-andsupport/
Apache Foundation https://www.apache.org/foundation/members.html,
Tor Project https://www.torproject.org/about/sponsors.html.en
Kickstarter https://www.kickstarter.com/about,
Patreon https://www.patreon.com/about
Open Collective https://opencollective.com/about
Mozilla https://www.mozilla.org/en-GB/about/,
WordPress.com https://wordpress.com/,
AdBlock Plus https://adblockplus.org/en/acceptable-ads

WooCommerce extension on WordPress
https://wordpress.org/plugins/woocommerce/
-

•

•
•
-

•

Part 5:
Okoli & Nguyen 2016
Moodle HQ https://moodle.com/about-partners/
LibreOffice https://www.libreoffice.org/get-help/professional-support/
Part 6:
Morten Kjærsgaard, Open source – the superior business model. Presentation at
Technical University of Denmark, 09 December 2015.

•
-
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Lesson Title: 2.2 FOSS providers and commercial
purposes
Lesson Introduction:
In this lesson we will introduce some main FOSS providers and their
commercial purposes, what their main projects are and how these projects
generate revenue for these companies producing FOSS software.
In this lesson we will explore the following:
- Typical commercial purposes of FOSS companies
- A small selection of FOSS different kinds of FOSS companies
2.2. Part 1 – Typical areas of FOSS companies
Some types of software have in the past been a more
popular choice for FOSS than others. One of the most well known
types of FOSS projects is operating systems. Most people will
have heard of Linux, even if they don’t know so much about it.
Linux is a family of FOSS operating systems based on the Linux
kernel, developed by Linus Torvalds. The Linux kernel forms the
core of the operating system, which on the desktop is combined
with other software into a so-called distribution or “distro”, which
is the actual end-user software.
The website distrowatch.com currently lists 307 active
Linux distributions, with very varying popularity. The distribution
probably best known to private end-users is Ubuntu, which is
developed by Canonical. In the enterprise space, Red Hat’s “Red
Hat Enterprise Linux” (usually abbreviated to “RHEL”) is very
common place. Red Hat as a FOSS company will be introduced
in the following section. Today, while the Linux kernel is not
present in a majority of desktop computers, the Android mobile
Operating System runs on the kernel. Additionally, the enterprise
world runs on FOSS, with 99% of supercomputers running on
FOSS
In this section we will introduce to you a few examples of
prominent companies developing FOSS software – the
examples will be:
- Red Hat
- Mozilla
- Oracle
2.2 Part 2 – Examples
Red Hat
.
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Red Hat is one of the most well known and successful
FOSS companies in the world. In 2017, it had a revenue of $2.9
billion and in October 2018, Red Hat agreed to be bought by
IBM for $34 billion. This was widely seen as a confirmation that
the FOSS business model is highly attractive and successful.
Red Hat provides almost exclusively FOSS software and has a
track record of acquiring companies developing proprietary
software and releasing it under a FOSS license.
Its most well-known software is the aforementioned Red
Hat Enterprise Linux (RHEL) Operating System, which is geared
toward stability and performance for enterprise use. RHEL is
available only under a FOSS license, meaning it is freely
available to download and use by everyone. Red Hat generates
revenue through selling ancillary services, such as support,
consulting, training, maintenance and quality assurance. Such
services are mainly aimed at enterprise customers of RHEL,
which require high availability of services.
In recent years, Red Hat has expanded its cloud
offerings. Examples are OpenShift, a container application
platform based on the FOSS projects Docker and Kubernetes.
Red Hat additionally offers products in the virtualisation
sector (Red Hat Enterprise Virtualisation), storage software (Red
Hat Storage Server) and system administration (Satellite).
Red Hat is a major supporter and developer of other
FOSS projects. These projects include
• Fedora, a frequently updated version of its Red Hat
Enterprise Linux Operating System, geared at first
adopters of technology in the Linux distribution space.
Red Hat is the primary sponsor of the development
through employing several developers working on the
distribution.
• It significantly supports the popular desktop environment
GNOME, which runs on many Linux distributions, such as
its own Fedora or RHEL distributions, or the very popular
Ubuntu distribution by fellow FOSS company Canonical.
• It is the second biggest contributor of code to the Linux
kernel after semiconductor giant Intel.
• It supports the development of the FOSS office suite
LibreOffice with several contributors on the Red Hat
payroll.
Mozilla
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Mozilla was formed during the browser wars of the 1990s,
when Netscape announced it will make its browser available
under a FOSS license. Netscape faded, but the Mozilla browser
suite lived on and released its marquee product, the Firefox
browser in 2004. Firefox is to this day the main product of
Mozilla, and is available on many common computing platforms,
including mobile. Like almost all of its products, Firefox is
completely FOSS.
Mozilla also provides other FOSS products, such as the
Email application Thunderbird and the Bugzilla bug tracking
software. Pocket, a read-it-later service was acquired by Mozilla
and is currently not available under a FOSS license.
None of its products require a charge to be used.
Products are financed almost exclusively through an advertising
model and a smaller amount through donations. In this model,
Mozilla receives payments from online search engine providers,
such as Google, for setting their search engine as the default
choice in the Firefox browser.
In recent years, Mozilla has become increasingly active in
advocacy work through its foundation, the Mozilla Foundation.
The foundation is advocating for an open internet that “remains
a global resource that is open and accessible to all”. It has
engaged in issues such as net neutrality, privacy and encryption.
Oracle
While primarily releasing products based on proprietary
licenses, Oracle has a number of important FOSS projects
under development. Some FOSS projects have been started by
Oracle itself, but many more have been acquired through buying
software companies, such as Sun Microsystems, a company
that almost exclusively released products under FOSS licenses.
Some projects, such as OpenOffice have been
discontinued or handed over to the community for further
development, but Oracle has also kept developing some
projects. It provides its FOSS virtualisation client VirtualBox at
no charge. Oracle also provides its software library Berkeley DB
under a dual-license (open core), whereby the commercial
license grants technical support, while the FOSS version does
not. Lastly, it offers its database software MySQL, which was
part of Sun Microsystems software offerings, under a FOSS
license.
When Oracle offers FOSS, it does it in many cases under
a dual-license, meaning there is a FOSS version and a
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proprietary version of the software. This allows Oracle to earn
money on direct software sales, usually targeted at enterprises,
while still offering a no-charge version for private use.
Oracle is a good example of a company that does not
necessarily has the FOSS model in its DNA, but still publishes
software under a FOSS license, because it makes economic
sense for the company.
2.2 Part 3 – Conclusion
In this section we have introduced three major companies
producing software under a FOSS license. These companies
were Red Hat, Mozilla and Oracle
These three examples show that FOSS is a highly flexible
model, which can be used in companies that focus on creating
an open enterprise ecosystem, companies that are focused on
consumers and have a normative mission and companies that
employ FOSS just because it makes sense within their business
model.
It has also shown that FOSS is employed by all of the
largest software companies in the world. Oracle, for example, is
the fourth largest software company by revenue. The companies
on that list above Oracle, being Microsoft, Alphabet (the Google
parent company) and IBM all have a public commitment to the
FOSS ecosystem and release numerous products under a
FOSS license. Google has from its inception supported FOSS.
IBM has a long-standing track-record of support and Microsoft
has recently committed itself to the model.
Companies such as Mozilla and Red Hat release almost
exclusively under a FOSS license and praise the numerous
positive effects FOSS has for the software ecosystem and
thereby for its users. These companies see the FOSS model as
a way to collaborate and give back.
In the following section your knowledge and
understanding of this section will be tested.
Assessments

In this section you will be asked three questions to confirm you
understand FOSS commercial purposes and providers.
Multiple choice test
.
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Which out of the ten biggest software companies are members
of the Linux Foundation?
• Microsoft
• Alphabet
• IBM
• Oracle
• Facebook
• Tencent
• SAP
• Accenture
• Tata Communications
• Baidu
What is the main product of Mozilla?
• MySQL
• Firefox
• Linux
• Windows
How does Red Hat generate revenue?
• Sale of licenses
• Consulting services
• Training services
• Support services
Exercise
You have learned about a few big software companies which employ
FOSS business models. Think about your own company, even if it is not
involved in the software business. Could your company take advantage of
the FOSS ethos of sharing and improving? Maybe a subset of the services
or products your company offers could benefit from an open process and
suggestions from others? This way your business model could shift to be
more collaborative and discursive. This will not be applicable to all sectors,
but it is worthwhile to seriously consider such a possibility.
Sources:
•
https://en.wikipedia.org/wiki/Free_software
•
https://fedoraproject.org/wiki/Red_Hat_contributions#LibreOffice_dev
elopers,
•
https://lwn.net/Articles/736578/,
•
http://blogs.gnome.org/otte/2012/07/27/staring-into-the-abyss/,
•
https://getfedora.org/en_GB/sponsors,
.
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•
https://investors.redhat.com/financial-information/financialstatements
•
http://stackalytics.com/?project_type=kubernetesgroup&metric=commits&release=all
•
https://www.linuxjournal.com/content/what-point-mozilla,
•
https://www.mozilla.org/en-GB/foundation/
•
Välimäki, Mikko (2003), Dual Licensing in Open Source
Software Industry, Systemes d’Information et Management, Vol. 8, No. 1, pp.
63-75;
•
https://www.oracle.com/database/berkeley-db/index.html,
https://www.mysql.com/
-
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Lesson Title: 2.3 Benefits/risks for adopting FOSS in
business
.
Lesson Introduction:
.
The selection and acquisition of a software solution is a process with different
implications, either we are implementing it for personal use or for business. Analysis and
evaluations need to be conducted beforehand, as in the case of both proprietary
software and Free and Open Source Software. In this lesson, we look at the kind of
benefits and risks which are typically associated with the adoption of FOSS in business,
still assuming that the list can’t be exhaustive and that each case should be assessed
singularly, in accordance with the user’s requirements and expectations.
.
In this lesson we will explore the following:
What are the benefits and risks related to the FOSS adoption in business?
How can we select the most relevant performance indicators to drive our
decisions on the matter?
What are the advantages of avoiding vendor lock-in when choosing a software
for your business?
.
.
The acquisition, upgrade and maintenance of software can account
for a substantial part of a company’s IT budget, particularly in some
specialist fields, like example enterprise resource planning. In most cases
(but this may not be always true), FOSS combine no acquisition costs with
particular licenses which allow users to inspect and tweak the program,
adjust it and re-distribute the software to third-parties. This contrasts
largely with proprietary software, which comes with fixed costs and way
stricter licence conditions about use and distribution.
.
The FOSS movement is gradually shifting towards a more businessfriendly and hybrid concept, being a feasible and valid alternative to
proprietary software. In certain domains, FOSS has been adopted and
effectively used in business context for many years, in some others, FOSS is
clearly dominating competing proprietary software. As we have seen in
Unit 2.1 , several innovative business models and new business
opportunities have emerged as a result of the FOSS phenomenon and
many organisations have begun to capitalise on these. This is often the
case of firms in high technology and other similar industries, where FOSS
plays a critical role. However, despite the raising interest and uptake, there
still is a certain lack of empirical research investigating about the benefits
and drawbacks of FOSS adoption in business. What’s more, there is an
underlying assumption that the perceived benefits and drawbacks of FOSS
in many cases appear to be a real factor in its adoption. As remarked by
Morgan and Finnegan, much of the assessment of FOSS benefits and
drawbacks has been based on anecdotal evidence appearing in
practitioner publications, white papers or web articles (Morgan and
Finnegan, 2007). This combination of ‘perceptions’ and lack of solid
statistics in some cases can generate information bias, leading to a maze of
personal opinions and partial feedback where a business user should find
his/her way adopting a critical and informed stance.
.
Both FOSS and proprietary software are proudly supported by their
ranks of advocates. But, in any case, the focus is always placed on the
quality of performance, which should be guaranteed when a product is
.
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adopted for business purposes. But there is a fact which simply cannot be
dispute: the knowledge, diffusion and usage of FOSS has notably soared
since the ‘80s, when the option of running your business with Free and
Open Source Software was unimaginable. Now, FOSS has made its way
into the devices of many big corporations like Google, Amazon or IBM, just
to name a few. Open Source software is not viewed with scepticism by all
entrepreneurs and business professionals anymore, because they have
learned how to focus on its most compelling benefits. But there is always
another side of the coin, and in this case it is represented by a certain
number of risks and drawbacks which must be carefully considered.
.
.
.

.
Choosing to adopt and deploy FOSS in your business entails facing
specific risks that have to be addressed. Gaining all the benefits of FOSS
requires well-defined governance and coordinated processes to manage the
associated risks and costs, while at the same time capitalise on the
advantages created. The topic’s complexity is due to the large number of
Free and Open Source Software licenses available today. As we have seen in
Unit 1.3, licenses define the conditions you must meet in order to legally use
that particular FOSS product. Non-compliance with these conditions may
lead to different legal issues, from preliminary injunctions to damage
complaints. As such, the materialization of these risks can severely endanger
your business. The most effective way to prevent them is by designing a
proper FOSS management fit for the characteristics of your enterprise. The
key ingredients of every FOSS management infrastructure are policies and
processes designed to control the deployment of FOSS products within the
company and secure the interfaces to the internal and external users.
Relying on content assumptions, even when made by developers or
suppliers, is not always sufficient to keep your company protected against
violations. As remarked by Krzepinski, ‘[…] the most reliable method of
detecting incorporated FOSS code are the automated code scanning
processes, that search for both complete components and individual
procedures or algorithms’ (Krzepinski, 2012). Before adopting a FOSS
product, and in some cases making it public, it is crucial to ensure that the
obligations associated with the licenses in the FOSS code are met. Indeed, it
has to be kept in mind that the distributor bears the responsibility for
ensuring that all the license obligations are fulfilled, regardless of the source
of the code.
.
On the other hand, companies might also experience licensing
issues with proprietary software, as their licenses are not always
standardised and, in some cases, might conflict with each other.
.
A recent example of that is the recent licensing change operated by
Oracle, involving its popular and widely adopted Java platform. When Oracle
acquired Sun Microsystem (the original developer of Java code) in 2010,
they released their Java SE (Standard Edition) under its Oracle Binary Code
License Agreement, allowing only the use of “general-purpose computing”
for free, as opposite to “commercial features”. The definition of “generalpurpose computing”, however, has always led to much ambiguity. Now,
starting from January 2019, Oracle will stop releasing public updates for Java
SE used for business, which means that commercial users will have to buy a

.
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license to continue to receive updates and support.
.
.
.

.
Individuals and developers have known for a long time the type of
benefits offered by FOSS and, of course, the correlated risks. However, the
possible uptake in business requires different assessment and evaluations,
including a comprehensive SWOT analysis (Strength, Weaknesses,
Opportunities, Threats) conducted on the particular software infrastructure
to be installed within the business operations.
.

The main categories which should be examined are the following:
❖ Cost
❖ Reliability / Support
❖ Longevity
❖ Security
❖ Vendor lock-in
❖ Independence

.

COST

.
Benefit
As we have repeatedly highlighted, the financial benefits linked with FOSS
adoption is largely a myth, as the cost of Free and Open Source Software
solutions may vary depending on the selected product. While the word
“free” in the popular term “free software” refers to freedom (libre) rather
than free of charge, most Free and Open Source Software doesn’t cost
anything to purchase or implement. Although money savings are often the
first attraction for businesses, it’s the low Total Cost of Ownership (TCO)1
that really seals the deal. Opensource software doesn’t include many of the
fees and charges associated with proprietary software, such as multi-user
fees, administration fees, and upgrade costs. These financial savings not
only allow businesses to reduce operating costs and budgets, but also
enables them to allocate more money on beneficial enterprise services
associated with OSS, such as user training, support, and custom
development.
.
Risk
Sometimes, the costs for FOSS software can accumulate down the road of
its usage. The costs of implementation and staff training associated with
introducing new software in the office is a factor that has to be carefully
considered. If any problem occurs, either you have to deal with it in-house
or you have to ask for the external help of a consultant. Customer care is
available, but it comes at a cost, while the available community support may
not always be quick in resolving issues.
.
.

RELIABILITY / SUPPORT

.

Benefit

.
Why Free Software should be considered reliable? Because it is
often backed by large communities formed by expert developers who work
.
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on making and constantly improving them. This means that (most of the
times) someone will notice a flaw or a bug and fix it in no time. Another pair
of eyes is always a plus, or in this case, hundreds or thousands of eyes. In
addition, customers are not dependent on one single vendor/provider for
support. If a company needs extra support, it doesn’t have to pick the
software’s creator but can choose any support they want thanks to the
licence. This also applies to extending/modifying the software.
.
.

Risk

.
Reliable software is often defined by its ability to perform the
necessary and desired functions without experiencing unexpected failure,
performance issues, operational disruptions, and data loss (Pandey et
Tiwary, 2011). The truth is that all software contains bugs that can cause
one or more of these issues. The difference between the reliability of Open
Source software and proprietary software is in the time it takes to identify
and resolve these bugs and defects. Proprietary software developers are
not obliged to give support when buying their license, because what you are
purchasing is just the permission to run a copy of their software. Then,
either if you are using a FOSS or a proprietary software, you will have to pay
in order to receive professional support. The only difference is that, with
FOSS, vendors cannot restrict the choice of support providers.
.

LONGEVITY

.

Benefit

.
FOSS are continually evolving in real time, as communities of
developers seamlessly add to it and modify it. Since everyone can access the
source code, there are no vendor’s limitations to potential contributions
from the users. So, basically, users hold control of the software, following a
plain democratic principle. If a commercial developer goes out of business,
users end up losing support, updates and every other service included in the
package. With FOSS, on the contrary, you can always seek help from other
user communities or hire external developers to make the work, when
necessary.
.

Risk

.
Truth be told, both proprietary and FOSS software can lose
continuity for a wide range of reasons, and each case should be considered
individually to avoid overgeneralisation. The so-called ‘orphan software’
effect, which occurs when the developers of a certain program lose interest
in working further on it or just change their focus on a different product due
to lack of resources, can affect software of any type. However, when this
occurs with proprietary software, it would mean that nobody would ever be
able to pick up the work and possibly bring it back to “life”, since source
code is not disclosed. This, of course, doesn’t apply to orphan FOSS.
.

SECURITY

.

Benefit

.
The major security advantage of a FOSS software relies on the ‘many
eyes’ approach. The American developer Eris S. Raymond formulated the
.
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so-called ‘Linus’s Law’ (named after the Linux creator Linus Torvalds), stating
that “given enough eyeballs, all bugs are shallow”, overtly implying that the
more people looking at the source code, the more fixes and regular updates
will be available. And with the large, worldwide Free and Open Source
Software community, this is certainly a common occurrence. What can
sometimes take weeks or months to resolve with proprietary software may
just take hours or days with Open Source. If the code is licensed under
proprietary agreements, you generally have to wait for vendors to respond.
.

Risk

.
It is fair to state that Open Source is neither more nor less secure
than proprietary software. However, there are certain characteristics of
Open Source that make vulnerabilities in the most popular components very
attractive to attackers, who can also take advantage from the fact that
vulnerabilities are often regularly disclosed through different sources.
Unlike proprietary software, where updates are automatically pushed to
users, Open Source has mostly a pull support model, where users are
responsible for keeping track of vulnerabilities, fixes, and updates for the
software they use. Therefore, if an organization is not aware of all the FOSS
it has in use, it can’t defend against common attacks targeting known
vulnerabilities in those components, and it exposes itself to different risks.
(Synopsys Center for Open Source Research & Innovation, 2018).
.

VENDOR LOCK-IN

.

Benefit

.
Businesses often have to test a number of different solutions in
order to find the one that matches their requirements. FOSS doesn’t lock
users in like proprietary software does (i.e. they dont’ make customers
dependent on a vendor for products and services, creating potential barriers
for switching), therefore providing them with the freedom needed to find
the right solution. Freedom from vendor lock-in also gives businesses more
control and ownership over their software, allowing them to customize and
apply it however they see fit. The ability to customize Free and Open Source
Software not only allows businesses to tailor the software to their needs and
requirements, but it can also provide competitive advantages. By
developing custom features and functions, businesses can get more out of
their software, and at the same time contribute to the software
development by allowing others to use their custom feature, if they choose
so.
.

Risk

.
FOSS, like any other kind of software, may lack expected
functionality and provide limited quality. It may be that specific FOSS may
fail to fulfil expectations in a specific use case. However, anyone is always
allowed to reuse the source code of FOSS and improve it. Further, anyone
can also procure (and pay someone else) to improve specific FOSS so that it
fulfils expectations.
.
.
Bottom line, we can’t tell you whether FOSS is a viable choice for all
parts of your business or not. There are many more factors depending on
.
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the situation that should be considered in order to reach a sound
conclusion. At this point, you at least have an understanding of what Free
and Open Source brings to the table, both the good and the bad.
1.

TCO: Purchase price of an asset plus the costs of operation. Source:
https://www.investopedia.com/terms/t/totalcostofownership.asp

.
.
.
.

.
.

Assessment text
True or False
1. Security in proprietary software is always higher than in FOSS (F).
2. The choice of a Free and Open Source Software for your business doesn’t always
bring financial benefits (T).
3. The continuity of proprietary software is always guaranteed, while Open Source
software may suffer the so-called ‘orphan effect’(F).
Multiple choice
1. The use of open source code…
a. is always allowed for every purpose;
b. is regulated from different kind of software licenses;
c. does not come with legal obligations;
d. does not fall within the distributor’s direct responsibilities.

.
2. The choice of a Free and Open Source Software for your business…
a. is not advisable because developers don’t offer any support;
b. is always the best option, as it comes free of cost;
c. is viable only if you are an ICT company with an expert staff;
d. has to be weighed upon the desired features of cost, reliability, longevity,
security and usability, as it is the case of proprietary software too.
.
.
Summary text
.
Individual and developers have known for a long time the type of benefits
offered by FOSS. And, of course, the correlated risks. However, the possible uptake in
business requires different assessment and evaluations conducted on the particular
software infrastructure to be installed within the business operations. The main
categories which should be examined are the following:
.
Cost
.
Reliability / Support
.
Longevity
.
Security
.
Vendor lock-in
.
.
Sources:
.

.

•

Morgan L., Finnegan P., How perceptions of Open Source Software influence
adoptions, URL:
https://pdfs.semanticscholar.org/ffc9/2dfa15520dffd7d586a6f209b51d481f2e3a
.pdf

•

Optimus Information, Open-Source vs. Proprietary Software Pros and Cons, white
paper, 2015, URL: http://www.optimusinfo.com/downloads/white-paper/open52

source-vs-proprietary-software-pros-and-cons.pdf
•

Bloomberg BNA, INSIGHT: Understanding Your Oracle/Java License--Not
Everything is

•

as it Seems, Published September 17, 2018,
https://www.crowell.com/files/201809-Understanding-Your-Oracle-JavaLicense-Not-Everything-Is-As-It-Seems.pdf

•

Krzepinski A., FOSS Management Study, BearingPoint GmbH, 2012, URL:
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&cad=rj
a&uact=8&ved=2ahUKEwiO4r6dkZ_fAhVDp4sKHV0qCcYQFjACegQIAxAC&url=htt
p%3A%2F%2Fwww.bearingpointabs.com%2FecomaXL%2Ffiles%2FDI12004_0715_WP_EN_FOSS_Studie_final_web.pdf%3Fdownload%3D1&usg=AOv
Vaw23QadEoypnLkOXQXjtxcse

•

Panday R.K., Tiwari V., Reliability Issues in Open Source Software, International
Journal of Computer Applications, 2011. URL:
https://www.researchgate.net/publication/235758408_Reliability_Issues_in_Op
en_Source_Software

•

2018 Open Source Security and Risk Analysis, Synopsys Center for Open Source
Research & Innovation, 2018, URL:
https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/2018ossra.pdf

•

Rachel Bridge, Open source software: Advantages & disadvantages, (2018), URL:
https://entrepreneurhandbook.co.uk/open-source-software/

•

Michael Sweeney, 7 Ways Businesses Can Benefit From Open-Source Software,
(2015), URL: https://clearcode.cc/blog/benefits-open-source-software/

•

Khalil Khalaf, The Pros and Cons of Open Source Software, (2017), URL:
https://medium.com/4thought-studios/the-pros-and-cons-of-open-sourcesoftware-d498304f2a95

.
.

.
Lesson Title: 2.4 The feedback loop between FOSS and
business
.
Lesson Introduction: FOSS developers and business users can enter a win-win
situation when they start to build close relationship. Software development and
improvement need to be driven by specific requirements laid out by the users; the data
collected by the program, and then shared with developers, can be a key for the good
outcome of this process. In exchange for their contribution, companies will be rewarded
with more efficient software tailored on their needs.
.
In this lesson we will explore the following:
The importance of being in contact with the developers of the FOSS used by
business companies;
.
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-

.
.

The main types of engagement between business and FOSS developers.
.
As we have repeatedly stressed, Free and Open Source Software
programs are highly collaborative in their nature. Developers across the world,
of different age and gender, may decide to take up a certain program and
contribute to its growth, like many pieces of a big ‘democratic’ puzzle. In this
view, companies that adopt Open Source are in a prime position to contribute
back to the Open Source communities on which they depend. For example,
most of the Linux kernel is developed and maintained by employees from
companies like IBM, Intel and RedHat1. This creates a valuable feedback loop
between the worlds of business and that of Free Software developers, which
both of them can significantly benefit from. Feedback occurs when outputs of
a system are ‘fed back’ as inputs as part of a chain of cause and effect that
forms a circuit or loop2.
.
However, corporate culture in many companies (and particularly in
small businesses) tends to lean strictly towards consumption of FOSS and away
from contribution. There are two key reasons why companies do not actively
engage in the Free and Open Source Software communities on which they
depend:
-

First, companies believe time spent contributing to FOSS is time spent
away from contributing to the company’s goals.

-

Secondly, there is a fear that FOSS participation means giving away
competitive intellectual property.

.
These concerns quickly evaporate in the unique atmosphere created
by collaborative Free and Open Source Software. Three stages of business
engagement with FOSS have been identified:
1. Sourcing
Allowing FOSS code to be brought into companies;
2. Contributing
Giving back internal knowledge to FOSS projects;
3. Initiating
Setting up and managing FOSS projects.3
.
Companies usually start with sourcing and then evolve towards
initiating, while recognizing at the same time the additional benefits of being
an active part of the FOSS community. Among the main drivers for using FOSS
in business are gaining competitive advantage, reducing development cost
and avoiding lock-in effects to specific software vendors are the three –most
worth mentioning. Companies choose to contribute to FOSS projects because
they can create standards, avoid maintaining an outdated version of FOSS
components and create valid alternatives to proprietary solutions available on
the market. Forming a deep relationship with the FOSS communities on which
you depend sends a strong signal to your current and potential customers that
you are willing to invest in the mutual benefits of Free and Open Source
Software, and you’d be just as likely to do so with them.

.
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.

.
User feedback is important to all kinds of product development and
software is no exception. However, different to others, software development
also has its own features which makes the role of user feedback more
important. There is no standard reference for software development: indeed,
the only way the developer can know whether the software works or not is by
letting users try them. Only when they receive feedback from the users can
they know what’s going on. The product team needs to get lots of feedback to
get a general idea about what audiences think about the program. Even only
one user’s feedback can be useful for software development. The developer
team can then know whether the software works or not, and if not, what the
problem is.
.
In terms of user feedback, on the one hand, it can help the developer
team learn which parts of the software users like or expect the most, so that
they can then give higher priority to those parts while developing for the next
version. On the other hand, it also tells the developer team if there are any
serious bugs that need to be fixed immediately. Moreover, it is widely
accepted that positive user feedback will make the development team much
more confident.
.
In most of the cases, users are not experts in the area of the product
they are using, meaning that they can’t describe the failures or the problems
precisely. Even though some feedback or bug reports are received from them,
developers may still not know what’s going on, so the feedbacks may become
worthless. However, the advantage of software products in terms of this is
that whenever a program crashed or failed, developers can generate an
automatic bug report in their program which contains the error message.
Users don’t need to add anything else in the report, developers will still be
able to know what the problem was. Better designed software, in some cases,
also use code to represent different errors, which makes debugging less
complex.
.
The developer team should clarify what do they really want to know
about their product from the users and include all these aspects in the
feedback form designed to report the feedback data. This form should be kept
as simple as possible, prioritizing multiple-choice queries to free text, as many
users may not be sufficiently prepared to provide it.
.
In any case, the rule of thumb in this process is that bad feedback is
always better than no feedback, as it gives the developer team the opportunity
to improve their product. Everything could be useful, it just depends on how
you choose to use it.

.

Assessment text
1. Fill in the gaps in the feedback’s definition with the words listed below:
Feedback is an event that occurs when the …output…… of a system is used as
…input…. back into the system as part of a chain of ……cause…. and …effect…….
Cause – Output – Effect – Input

.
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2. Put in order the typical three stages of business engagement with FOSS
development, and then match them with their definition:
Contributing (2) – Initiating (3) – Sourcing (1)
•
•
•

Allowing FOSS code to be brought into companies
Setting up and managing FOSS projects
Giving back internal knowledge to FOSS projects

.
3. True or False
a. FOSS users must be coding experts to provide feedback (F);
b. Feedback, either positive or negative, is always better than no feedback for a
developer (T);
c. To help less experienced users, developers can build automatic bug reporting
tools into their software (T).
.
.
Summary text
.
Feedback loops between FOSS developers and business can lead to a win-win
situation for both the actors, since it can be critical to enhance the product’s overall
performance. In general, Free and Open Source Software projects have also been backed
by communities of people, and that’s why they can thrive as long as users are engaged in
the development process.
.
SOURCES:
•

https://www.linuxfoundation.org/blog/2017/10/2017-linux-kernel-reporthighlights-developers-roles-accelerating-pace-change/

•

https://en.wikipedia.org/wiki/Feedback

•

https://www.bearingpoint.com/en/about-us/news-and-media/pressreleases/bearingpoint-study-reveals-broad-use-of-free-and-open-source-softwarein-automotive-industry-need-to-improve-compliance-across-software-supplychains/
James Falkner, Why your company should contribute to open source, (2013). URL:
https://opensource.com/business/13/2/why-company-contribute-open-source
Errietta Kostala, How to Contribute to Open Source. URL:
https://opensource.guide/how-to-contribute/#how-to-submit-a-contribution
Nithya Ruff, Trends in corporate open source engagement, (2016). URL:
https://opensource.com/business/16/8/corporate-trends-open-source

•
•
•
•

Luca Mezzalira, The power of feedback loops, (2015).
https://lucamezzalira.com/2015/06/14/the-power-of-feedback-loops/

URL:

.
.

.
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Unit 3 WHAT KIND OF FOSS IS AVAILABLE?

.

Lesson Title: 3.1 Operating Systems

●
Lesson Introduction: The learner will be able to identify the main sources of FOSS
Operating Systems and select an appropriate one based on their individual preference.
The learner will be expected to recognise the main features of the Operating System and
demonstrate knowledge of common software available within the operating system and
competent use of it. The learner should demonstrate competency in the navigation of the
operating system.
●
-

.

In this lesson we will explore the following:
Identify the Main Operating Systems Available
Identify the System Requirements
Describe the main Features of the Operating System
Identify the main sources of the Operating System Software
Understand navigation of simple file management
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●
Lesson 3.1.1 - Identify the Main Operating Systems
Available
●
●
The Operating System is the users main port of
interaction with a computer. The operating system kernel lies at
the center of the OS and ties together all of the OS software and
its interaction with the hardware. The first Linux kernel was
released in 1991 by Linus Torvalds under the open source model.
Later, this model became more commonly known as FOSS.
●
●
There has been a long standing debate between the Free
Software Foundation and the Open Source Software community
relating to whether the the naming convention of the operating
system should be called GNU/Linux or simply Linux. GNU relates
to the set of basic programmes needed to interact with the user
which are bundled with the Linux kernel. GNU/ Linux is
considered to be a lightweight operating system that does not
require a lot of system resources (storage space, memory,
processing power). Linux-based systems differ from other
proprietary operating systems (e.g. Windows and macOS) in that
they are created and maintained by a community of developers.
Linux can be found in many different locations from household
appliances to high-performance supercomputers.
●
●
Linux is FOSS and as such, any person or organisation can
use, study, share, and improve the kernel source code at will.
Individuals or organisations can then redistribute the modified
version with or without charges.
●
●
A Linux distribution (commonly known as a “distro”) is a
modified version of Linux packaged up by an organisation with
certain software, tools, and version on top of the kernel. The
right distro for an individual depends on the purpose of the
computer, e.g. as a secure server, productivity desktop, software
developer. Many of the most popular versions are free to use
(e.g. Ubuntu, Fedora, Debian, SUSE). As mentioned in Unit 2
Lesson 1, many developers offer support for their distribution at
a fee to users as part of their business model or through free
community support.
●
●
Links and guides on how to download and install to the
most popular version of Linux can be found using the list below
● Ubuntu (https://www.ubuntu.com/download/desktop)
● Fedora (https://getfedora.org/)
● Debian (https://www.debian.org/distrib/netinst)
● SUSE (https://software.opensuse.org/)
● CentOS (https://www.centos.org/download/)
● Manjaro (https://manjaro.org/download/)
●
●
Many of the distros listed here have a “Live” version
which allows users to try the operating system before installing
.
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it. The Live image contains a full version of the operating system
which can be copied to a CD, DVD or USB stick and is loaded up
temporarily. The user can then decide to install it or simply
reboot back to their original operating system.
●
●
For consistency, we will base the descriptions used in this
course on the Ubuntu OS. You can try out an online demo of the
Ubuntu 14.04 desktop to get familiar with the main features by
visiting this website http://tour.ubuntu.com/en/ (Note that this
is an older version but will give a general idea of the main
features)

●
Lesson 3.1.2 - System Requirements
●
●
Depending on which version you decide to install, the
distro will have recommended minimum system requirements.
This means that the organisation will have specified a certain
amount of resources required from the computer in order for
the operating system to perform well. For an Ubuntu Desktop
edition, the current system requirements are outlined below
●
● 2 GHz dual-core processor
● 2 GiB RAM (system memory)
● 25 GB of hard-drive space
● VGA capable of 1024x768 screen resolution
● Either a CD/DVD drive or a USB port for the installer
.
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media
Internet access

●
●
●
There are lightweight desktop distros which use
considerably fewer resources than this. Similarly, server editions
will require fewer resources as they do not require a desktop
environment.
●
●
Lesson 3.1.3 - Main Features of the Operating System
●
One of the main advantages of Linux is the use of the advanced
Command Line Interface (CLI) for system administrators. The CLI
gives professionals greater command over the operating system.
The administrator is known as a root user, or superuser, and has
absolute power over the computer. The CLI is very powerful and
can be used for automation of everyday tasks, checking the
system performance, installing software, and file management
among others. However, distros also have a full-featured and
intuitive desktop environment which new users will be more
familiar with. The desktop environment is known as a GUI and is
more user-friendly than the CLI. The look of the GUI will depend
on the distribution but the majority of the features will be similar.
The main features of the Ubuntu desktop are described in detail
here (https://www.ubuntu.com/desktop/features). The desktop
environment is fully customisable and can be changed using the
Settings program.
●
●
The OS comes preinstalled with commonly used software
(such as a text editor, web browser, productivity tools, etc). New
software can be added and existing software can be updated
using the software center (or the CLI for more advanced users).
File management and structures are similar to many other
operating systems. File management uses a menu bar and right
click to support many commonly used file management
functions. Frequently used software can be launched from the
dock or from the Applications menu.
●
The menu bar at the top of the screen is generally fixed
and contains shortcuts to system tools such as WiFi, Clock,
Volume, Settings, User Profile, and Power/Shutdown.
●
●
Lesson 3.1.4 - Operating System Software
●
●
Depending on the distribution chosen, the OS will
contain most of the software needed for general office
productivity. Additional software can be added by using the
Software Center to install further software or “Apps”. Linux
offers thousands of apps to download most of which are
available for free. Furthermore, because Linux fully embraces
Free and Open Source Software (FOSS), there will most likely be
some alternative to proprietary software available.
●
.
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●
The installation of apps can be carried out using the
desktop Software Center or by using the command line interface
with the Aptitude package manager. This allows users to quickly
install software discovered via the software center or on the web.
Ubuntu also uses a feature known as Snaps to install Apps. Using
Snap or Aptitude to install software ensures that all prerequisite
software is installed along with the application being
downloaded.
●
●
Using official channels to install software ensures that all
of the components and their dependencies are installed
correctly. It is possible to install software from other sources,
however, this requires greater expertise.
●
●
Lesson 3.1.5 - File Management
●
●
Managing files and file hierarchy in Linux is similar as
other commonly used operating systems. GNU/Linux uses a
“Home” folder to associate each user with a specific location on
the computer. In addition to this common default locations are
created such as “Documents”, “Downloads”, “Music”, “Pictures”,
and “Videos”. This allows users to organise their files in a logical
and meaningful way.
●
If connected to a network file system, Linux-based
systems will display this location in the file browser. Connecting
external devices such as hard drives or USB flash drives will
automatically be mounted and the contents will be available in
the
file
explorer.
●
Assessment text
●
●
Q1. What is a benefit of Linux being an open source operating system?
●
Linux distributions are maintained by a single organisation.
Linux distribution source code can be modified and then recompiled. (*)
Linux distributions must include free support without cost.
Linux distributions are simpler operating systems since they are not designed to be
connected to a network.
●
●
Q2. Which working environment is generally more user-friendly?
●
a CLI
a GUI (*)
the command prompt
a hybrid GUI and CLI interface
●
●
Q3. True or False?
The Linux GUI is the same across different distributions.
●
True
●
False (*)
●
●
Q4. When installing a Linux-based operating system, which of the following is
the most important consideration of system requirements.
.
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●
The system should have more than 100GB storage space
●
The system should have more than 16GB RAM
●
The system should have a have the processor no more than 1 year old
●
The system should have high-speed network connectivity
●
The system should have sufficient resources for the task at hand (*)
●
●
Q5.Which of the following is true regarding installing software on GNU/Linux?
●
The software available is fixed at the time of installing the OS and cannot be
changed
●
Software can only be installed by the root user using the CLI
●
All software requires a user to pay a nominal fee to the developer
●
Using system utilities such as software center ensures all of the dependencies are
installed with new software (*)
●
●
Summary text
●
●
As part of this lesson you have been introduced to the main sources of FOSS
Operating Systems. This information provides you with the ability to identify and select an
appropriate OS based on individual preference. The main features of the Operating
System have been outlined as well as providing details of common software available
within the operating system. At this stage you should be confident in your understanding
of how to change over to a FOSS Operating System. Furthermore, you should understand
the steps required to successfully install and use such an Operating System for common
tasks.
●

.

Lesson Title: 3.2 Cloud Services

●
Lesson Introduction: The main objective of this module is to provide learners with
the knowledge and skills required to select and connect to a cloud service which will meet
general requirements. The learner will be empowered with the knowledge to seek out
further information for more sophisticated solutions if required.
●
●
In this lesson we will explore the following:
Cloud Computing and Services Overview
Benefits of cloud service solutions
Cloud storage options for Open Source OS
Connecting to a cloud platform
Advanced Cloud Solutions
●
●
Lesson 3.2.1 Cloud Computing and Services Overview
●
●
In general there are three main categories of Cloud
Computing. They can all be largely categorised under the term
XaaS (“X” as a Service). Common to all these offerings is the
transfer of computing complexity to a specialised Cloud
Computing provider with services then being available via the
internet instead of locally. The three main categories can be
briefly described as follows:
.
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●
●

●

●

SaaS - Software as a Service. This allows vendors to
distribute software hosted on the internet and available
to customers with very limited need for configuration.
●
IaaS - Infrastructure as a Service. This allows users to
avail of computing resources (traditionally hosted onpremises e.g. data storage) over the internet. This is
mainly due to the use of virtualisation.
●
PaaS - Platform as a Service. This cloud computing model
is mainly geared toward software development.
Hardware and software tools are available to users over
the internet. The PaaS hosts the hardware and tools so
that the user does not have to.

●
●
[https://searchcloudcomputing.techtarget.com/definiti
on/Software-as-a-Service}
●
●
A FOSS cloud service is considered as any cloud service
or solution that is created using FOSS and technologies. FOSS
cloud services include any public, private or hybrid cloud model
providing SaaS, IaaS, PaaS or XaaS built and operated entirely on
open-source technologies.
●
●
[https://www.techopedia.com/definition/29856/opensource-cloud]
●
●
The provider of cloud computing services can be third
party providers (e.g. Amazon and Google) or they can be
deployed privately by a business to deploy its own services.
●
Lesson 3.2.2 Benefits of cloud service solutions
●
●
There are many benefits of using cloud hosted services
which can save time and money. It is important to understand
the main benefits and limitations of these services. This section
will elaborate on the three main cloud services previously
discussed.
●
●
SaaS
●
With this service, individuals and organisations do not
handle or maintain the installation of the software on their local
computers. This has the obvious advantage of not requiring the
purchase of expensive hardware or software licenses or indeed
the time and cost associated with maintaining it. Other benefits
are outlined as follows:
●
● Flexible Costs: Customers subscribe to an SaaS service
rather than purchasing software to install. This allows
users to pay monthly instalments rather than a complete
upfront fee. Fees can include different levels of support
.
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●

●

●

and maintenance. The flexibility in payments allows
companies to change their level of support quickly and
to budget for future developments more effectively.
●
Scalability: Due to the flexible payment method
customers can quickly increase their service level when
growth occurs. SaaS is highly scalable allowing the
addition of new users, software and support to be added
quickly and with ease. Likewise, the level of service can
quickly be reduced should it be necessary.
●
Automatic updates: Automatic updates are handled by
the service provider. This ensures the user has the most
up-to-date software with the latest security patches. In
addition to security, rather than purchasing new
software, customers can rely on a SaaS provider to
automatically perform updates and feature benefits, it
also reduces the need for on site IT staff.
●
Accessibility: Users are no longer tied to a single
workstation and can access their work anywhere with an
internet connection. This type of accessibility means that
users can be highly mobile and collaborative.

●
●
All of these features will be part of the Service Level
Agreement (SLA) with the service provider. The downside using
cloud service is that you are fully reliant on the service provider
to ensure service continuity.
●
●
IaaS.
●
In addition to providing infrastructure services which
would normally be hosted in house on hardware (e.g. data
storage, networking, servers etc) IaaS can also provide services
to accompany those infrastructure components. These service
are usually more advanced enterprise level requirements which
will allow a company to automate tasks for backups, recovery
and detailed billing. Such services are driven by policy and are
developed to improve overall performance of the company using
them.
●
IaaS is highly customisable, allowing users and
organisations to create cloud based virtual machines. For
example they can be used to install and deploy operating
systems, databases which may not be able to run on site. These
deployments may be temporary or used for a particular service
the organisation has developed
●
●
IaaS offers great benefits to companies, particularly small
companies who may not have the resources or the capital to
invest in large scale enterprise deployments. IaaS offers
companies the ability to do this, however, there is a fee for the
service and it can become expensive if not not carefully planned.
.

64

Also, as flexible as they are, they do not offer solutions for all
services. In such cases, a custom privately built and hosted cloud
service can be used. This takes greater expertise to setup and
maintain, but is highly customisable to meet specific needs.
●
●
PaaS
●
This cloud computing service is mainly aimed at the
software development sector. PaaS allows users to create, install
and test new software in an optimised environment. The
provider of these services also includes the tools needed to carry
out the software development such as text editing, version
control and software compilers. PaaS also has the added benefit
of enabling development teams to collaborate and work
together, regardless of their physical location.
●
●
Like the other XaaS, PaaS provides a highly accessible
means for users to access their services anywhere via a web
browser. Users of PaaS services are then charged on a per-use
basis or subscription. Similarly, like the other services, the user is
dependent on the provider to ensure that the service is highly
available. If the service becomes unavailable then this can be
very costly (direct production costs and reputational costs).
Internal changes to the services provided can also be
problematic. For example, the provider may decide to stop
support for a piece of software or language that your business is
highly dependent on. Furthermore, providers don’t always make
it easy for users to migrate their services, this is known as
provider lock-in. These risks need to be carefully considered
before opting for such services.
●
●
https://searchcloudcomputing.techtarget.com/definitio
n/Software-as-a-Service
●
●
Lesson 3.2.3 Cloud storage options for FOSS OS
●
●
In terms of Cloud storage options for users of Free and
Open Source Software operating systems, there are two main
choices: Self Hosted and Third Party Hosted. It should also be
noted that many of the self hosted solutions can be hosted by
third party providers. Cloud storage provides users with the
ability to backup their work for retrieval as well as remote access
from different locations. Cloud storage also allows users to share
their files with other users in order to promote collaboration.
●
●
Self Hosted Solutions include:
● OwnCloud [https://owncloud.org/]
● NextCloud [https://nextcloud.com/]
● Seafile [https://www.seafile.com/en/home/]
● Cozy [https://cozy.io/en/]
● Pydio [https://pydio.com/]
●
.
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●
Alternatively, there are many popular privately hosted
cloud storage solutions which offer integration and support with
FOSS operating systems. Many of these offer a free tier for entry
level support and require minimal setup.
●
●
Third Party proprietary hosted solutions include:
● Google Drive [https://www.google.com/drive/]
● Dropbox [https://www.dropbox.com/]
● Yandex.Disk [https://disk.yandex.com/]
● Mega [https://www.mega.com/en]
● PCloud [https://www.pcloud.com/]
●
●
https://www.ubuntupit.com/best-cloud-storage-forlinux-15-reviewed-and-compared-for-linux-nerds/
●
Lesson 3.2.4 Connecting to a cloud platform
●
●
Integration of cloud storage in an operating system
normally requires client software to connect the operating
system to the remote cloud storage service provider. In Ubuntu
(18.04 and above), this process has been simplified by integrating
the connection software into the operating system.
●
For example, users can set up a NextCloud account
through a service provider such as hostiso.cloud. In addition to
file storage, hostiso.cloud offer connections and synchronisation
with the following
●
● Calendar
● Contacts
● Documents
● Photos
● Files
●
●
To access a NextCloud account from Ubuntu, connect
your account via Settings and open Online Accounts.
●
●
●
●
From the popup window, select NextCloud, login to the
account and follows the prompts to complete the integration and
synchronisation.
●
Once this has been completed files will be available via
the Ubuntu file manager. When the file manager is opened a
location will be available for access to the remote cloud stored
files. It should be noted that these files are not stored locally and
will only be available when the computer is connected to the
internet. In addition to file access, other useful resources like
calendar and events are integrated with the operating system.
●
●
Lesson 3.2.5 Advanced Cloud Solutions
●
●
To take full advantage of cloud computing facilities
.
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there are FOSS solutions for XaaS. These solutions usually
require more expertise to configure and maintain as described
in the previous sections. However, these offerings offer
substantial benefits and are highly customisable to meet most
industry needs.
●
●
Two popular FOSS and well supported cloud platforms
are OpenStack and WSO2. Both of these can be considered as
frameworks offering a wide variety XaaS solutions with the
ability to connect to other commercially available solutions.
●
●
OpenStack is a popular Free and Open Source Software
platform. OpenStack provides the ability to provision and
control large scaled XaaS (e.g. computing, storage, and
networking resources).
●
https://www.openstack.org/software/
●
●
WSO2 is a FOSS PaaS service maintained by Apache.
WSO2 provides managing, logging and metering support
services as well as providing user management, storage and
billing. The main node components of WSO2 (Stratos
Architecture) is connected in real-time by another component
known as an event bus. WSO2 has been successful in building
solutions in the financial sector and with regulatory compliance
(GDPR).
●
https://wso2.com/
●
●
Assessment text
●
●
Q1. A FOSS cloud service is considered as?
●
Any cloud service that uses the open source logo
●
Any cloud service or solution that offers free software
●
Any cloud service or solution that is created using FOSS and technologies *
●
Any cloud software that sells open-source software
●
●
Q2. XaaS is a broad term to describe what?
●
Software as a service
●
Infrastructure as a service
●
Platform as a service
●
All of the above *
●
●
Q3. Which of the following cloud services offer solutions for data storage,
networking and servers?
●
SaaS
●
IaaS *
●
PaaS
●
CaaS
●
●
Q4. Third party hosted solutions are not supported by FOSS operating systems
●
True
●
False *
.
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●
●
Q5. Which of the following statements is generally true about Self Hosted cloud
platforms?
●
Highly customisable but requires advanced expertise to configure *
●
Highly customisable with simple configuration
●
Advanced expertise to configure and presents software lockin
●
Simple configuration with fixed software configuration
●
●
●
Summary text
●
●
In this lesson we ave covered the main aspects of cloud computing and the services
offered. Cloud computing is an industry term for the practice of using a network of remote
servers hosted on the Internet to perform computing services (store, manage, and process
data). This has many benefits over running such services on local computers. These benefits
become apparent as the organisation grows. Many of services are independent of the
underlying operating system in use by the client and as such allow for interoperability.
When selecting a cloud based service you must be aware of any service contracts and
vendor tie in.
●

.

Lesson Title: 3.3 Security Solutions

●
Lesson Introduction: The aim of this module is help the learner identify the core
security requirements and best practice when using FOSS.
●
●
In this lesson we will explore the following:
Security requirements of an Operating System
Security definitions and terms
Security features of Linux
Best practice for the desktop OS

.
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●
Lesson 3.3.1 The main security requirements necessary
●
●
GNU/Linux is was created as an alternative to UNIX and
as such inherits many of the well established and trusted security
features of the UNIX operating system. The security of Linux is so
well established and trusted that many of the leading software
companies (including companies that sell competing operating
systems) use Linux servers in their production environment.
●
●
Linux offers automatic updates and fast fixes. This is
achieved by harnessing the power of a large support community.
Because FOSS promotes users to contribute to the testing and
development of the software, the community is fast to react to
issues so that bugs can be tracked.
●
●
According to SUSE, a secure system for most IT solutions
can be defined using the following:
●
“A good system does what it is expected to do, and it does
it
well.”
“A secure system is a good system that does nothing else.”
●
●
Linux-based systems promote the ability to “harden” the
operating system. This essentially means turning off access to the
system where it is not needed and disabling features that are not
required. For example, network security is considered strong
through the use of firewalling by default (known as iptables). In
addition to this, distros ensure there are no open ports (i.e. no
listening network services) after install. Ports are used to connect
software running on the computer to the network. Unauthorised
software can make use of open listening ports to exploit a
system.
●
●
If features or certain access is needed, then the individual
with the correct privilege can enable it. Much of the system
hardening is carried out by default when the operating system is
installed, such as;
●
● DAC - Discretionary Access Control: File and directory
permissions
● privileged ports: TCP and UDP ports 0-1023 as well as raw
sockets are only available to the superuser
● other privileged operations: The loading of kernel
modules, the configuration of network interfaces,
exclusively all security relevant settings of the Linux
kernel, are operations that can only be done by the root
user
●
●

.
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●
Lesson 3.3.2 Security Definitions and Terms
●
●
In order to help understand the threats to security on a
computer system it is worth taking a brief look at some of the
main terms and definitions. This will help put into perspective the
level of the the way or method (attack vector) an attacker may
try to compromise the system
●
● Kernel
●
At the heart of the Linux operating system is the
kernel. The Linux kernel is monolithic meaning that the
kernel operates entirely in a memory location known as
kernel space. When a user runs applications they operate
in a memory location known as user space. When an
application needs to access the kernel space it needs
special privileges. This makes it very difficult for an attack
through software to affect the operating system running
in kernel space.
●
● Malware
●
Malware is the generic term for any type of
software that does something malicious viruses and
spyware are examples of malware.
●
● Spyware
●
Spyware is a type of malware that attempts to
steal sensitive information from a computer. Its goal is to
transmit the information to a location monitored by the
attacker. One common method of spyware is known as a
keylogger. A keylogger is a simple program which when
installed on a system will record and transmit every key
pressed. A browser tracker will track the sites visited on
the web. A combination of these two can allow an
attacker to steal credentials and gain access to email and
bank accounts.
●
● Botnets
●
A Botnet is a piece of software which can be used
to launch a Distributed Denial of Service (DDoS) attack. A
DDoS attack is a method used to prevent users from
gaining normal access to a web service in a timely
manner. This can result in a very slow level of service or
in more severe cases for the web service to stop entirely.
The BotNet essentially bombards the web service until it
runs out of resources to handle the requests of the
BotNet. To carry this out the attacker installs a their
botnet software onto a system and waits until it is
activated. Users may unknowingly install the botnet
software as a result of a Phishing attack by opening an
infected attachment. A Phishing attack uses social
engineering to target users via email with infected
.
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●

attachments. Social engineering works by using personal
information to deceive or manipulate an individual.
●
Viruses and Worms
●
A virus or a worm is considered as malware that
has the ability of being able to replicate itself. Most
malware installs itself once and needs to be installed on
individual computers separately. If the attacker wants to
infect another computer he has to convince the owner of
that computer. However, a virus or worm will install itself
and then use network connectivity to spread and copy
itself to other computers.

●
●
Lesson 3.3.3 Security features of Linux
●
●
GNU/Linux uses a system of privileges based on
discretionary access control (DAC). This means using low-level
accounts which do not have direct root/administrator access.
Compromised accounts are limited in the damage they can do.
This makes it difficult for viruses and worms to spread. The user
would have to save an infected file, change the permissions of it
and then run the file with elevated privileges (unlikely).
●
●
The diverse nature of multiple variants and distributions
of Linux-based systems creates a natural protection. Each of
these variants will have their own versions of kernels, GUI, CLI,
software packaging etc, which makes it difficult to create a
common virus that will attack and spread easily.
●
Another security feature of Linux is in how it is developed
by a large community. According to “Linus’ Law”, “given enough
eyeballs, all bugs are shallow”. This is effectively saying that the
more people working and contributing to the development of
software, the greater the chance of bugs and vulnerabilities
being detected and fixed.
●
●
A comprehensive article on the main security features of
the Ubuntu operating system (previous, current and
development) which are set by default and available for further
security
hardening
can
be
found
here
https://wiki.ubuntu.com/Security/Features
●
●
Lesson 3.3.4 Best Practice Security
●
●
Security is said to be a perception wherein no system can
be completely secure. The more secure we make a system, the
less accessible the system is to the user. For example, we can
increase security by introducing more authentication factors or
by allowing only certain personal to access the system. However,
these additional measures also make it more difficult for the
regular user to conveniently use the system. This is a trade-off
often considered when securing a system. However, for a normal
.
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user it is usually sufficient to make sure the system is “secure
enough”. If there is enough motivation then an attacker will
eventually find a vulnerability and exploit the system. However,
a user can take precautions to minimise the ability for an attacker
to gain access.
●
● Regular Updates
●
The user should keep their system up to date
with the latest versions of software. This minimises the
impact of software vulnerabilities and limits the impact
of zero day exploits. A zero day exploit is an exploit that
has not yet been discovered and patched by the vendor.
● Keep Default File Permissions
●
Permissions on important system files are set to
protect against misuse and misconfiguration. Changing
system files to having more liberal access is bad practice
and unnecessary. Best practice is to access the files with
the correct privilege (i.e. root user). The “root” user
should never be used as a default user.
● Block any unwanted ports (port hardening)
●
In addition to the the default port settings as
mentioned in section 3.32, a firewall can be used to block
any other unused ports. This is known as port hardening.
In most cases the default settings will be sufficient.
● Cognisance of Usernames and Passwords
●
Common passwords should be avoided while
creating logins for a system. The administrator username
for a linux system is “root”. Some of the distributions
have begun to disable the root account at login. This is
now considered good practice as it prevents a user from
logging into the system with the highest level of access.
Instead a user must log in and then elevate their
privileges to a superuser/root user known as “sudoer”.
Sudo users are users with special privileges on the
system. Similarly, default user names should be changed
(such as those for web interface for network devices)
from “admin” and password “admin”. Neglecting to
change these defaults would allow anyone to access the
system.
● Good Housekeeping
●
It is good practice to remove any unused user
accounts from the system. Unused user accounts can be
used as a source of attack, particularly if they are not
monitored. This can often happen when a user creates a
test account which is only supposed to be temporary.
Test accounts are often given simple passwords which
are easy to guess. The same is through of unused
software. If software is no longer necessary, then it is
good practice to remove it. Old software can go
unsupported and as such may not receive updates and
security patches.
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●

Backups
●
It is considered good practice to take backup of
your important files. This allows users to quickly recover
their files if something does go wrong. It also means that
in event of a ransomware attack, where the attacker
locks a user out of their system in exchange for a fee to
unlock it, the user can simply erase and reset their
system and recover their files. The backup should not be
kept on the same system. Use a removable or remote
storage to backup important files. There are built in tools
for creating and scheduling regular automated backups,
In addition to this, there are many cloud services which
allow users to backup their files. Using a cloud service has
the added advantage of allowing users to access their
files remotely.
●

●
Assessment text
●
●
Q1. Discretionary Access Control (DAC) means
●
A user can log on the system whenever they want
●
A user can gain access to whatever they want whenever they want
●
A users access to the system is restricted based on their privileges *
●
Only a root user can access the system
●
●
Q2. A computer virus is distinguished by its ability to
●
Launch an attack on from multiple infected computers at the same time to stop a
web service
●
Use social engineering to gain access to the computer
●
Track websites visited by the user and record key presses
●
Replicate itself and spread to other systems on a network *
●
●
Q3. The diverse nature of Linux distributions makes it easy for attackers to write
generic viruses.
●
True
●
False *
●
●
Q4. Which of the following are not considered good practice for securing a Linux
system
●
Updating the system regularly
●
Maintaining old user accounts for historical reasons *
●
Creating regular backups of important files
●
Using privileged root access only when permission is required
●
●
Summary text
●
●
In this lesson we have covered the main security threats which are present in
modern systems. We have distinguished between them and identified best practice for
the Operating System to reduce their impact. The lesson also outlines the main security
features of the Linux operating system. In addition to the in built security features and
best practice, SMEs should be encouraged to utilise maintenance and support on offer
from the vendors.
.
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Lesson Title: 3.4 Project Management Tools

●
Lesson Introduction: The learner is expected to be familiar with project
management tools for use in office productivity and collaborative teams. This will
empower the learner with the information required to successfully switch over to FOSS
solutions
●
●
In this lesson we will explore the following:
-

The learner will define the requirements for project management tools.
The learner will describe how the differences between individual, on-premise and cloud
based solutions

The learner will select the appropriate project management software available to
meet business needs
●
Lesson 3.4.1
●

●
Project management tools can be described as suite of
specialised management software to promote and enhance
efficiency in a work environment. Project management software
often uses Agile and Scrum methodologies as well as customer
relationship management, document management, and project
management to improve workflow productivity. Using project
management tools allows businesses to plan and work on
multiple projects and allow for efficient time management.
●
●
Successful integration of project management tools helps
teams to successfully carry multi-level tasks with defined goals
within a planned time limit. Furthermore, such tools facilitate
progress monitoring and ensure project deadlines are kept.
●
●
Project management tools are available in different
formats the choice of which will depend on many factors which
include the type of business, the size of the business, and the
available business resources and infrastructure.
●
●
Individual PM Software
●
Individual project management software is a light-weight
solution with little overhead. It is mostly used by managers of a
small to medium sized team. This type of offering can be useful
for managers who to test the benefits and functionality of the
software before fully committing to undertake a large scale
deployment, Installation and implementation is relatively
straightforward and managers can get started quickly.
●
●
On-premise PM Software
●
On-premise solutions requires resources to install on a
business’s networked server. By installing the software in house
on a local server a business can restrict access to the local
.
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network (i.e. not available to external users over the internet).
This also means that maintenance of the software (updates and
patches) must be handled by internal IT staff. The types of tools
are more involved than individual PM tools and come with many
of the features expected from a full PM software package
including workload delegation covering a project from concept to
project completion.
●
●
Cloud-Based PM Software
●
Cloud based, as the name suggests, are software
solutions which are hosted on remote cloud servers. Cloud based
PM software offers the advantage of allowing users to access their
projects remotely. Access to the software is usually provided via
a web browser requiring no special software for the client. This
encourages greater collaboration and mobile connectivity.
●
●
https://opensource.com/article/18/2/agile-projectmanagement-tools
●
●
Lesson 3.4.2 Examples of Open Source PM Software
●
●
FOSS project management tools continue to evolve and
add features. More robust network connectivity and faster more
powerful mobile devices has extended their reach. As an example,
some of the popular open source project management tools are
briefly described here.
●
●
MyCollab
●
MyCollab is the cross-platform collaboration software
which can be run in most operating systems. It is well suited for
SMEs and is considered a suite of three collaboration modules:
project management, customer relationship management (CRM),
and document creation and editing software. The FOSS edition of
this software does not provide cloud option however it is full
featured.
●
●
LibrePlan
●
LibrePlan Open Web Planning is a web-based project
management application allowing full team collaboration.
Features include supporting resource allocation, Gantt charts etc.
The design and interface is intuitive and simple to use. The
software is well supported with documentation as well as
reporting. Professional support is also available to users.
Libreplan offers a web based and mobile application.
●
●
ProjectLibre
●
Projectlibre was founded to provide an Free and Open
Source Software replacement of Microsoft Project desktop.
Currently there are over 3M downloads of the desktop software
with a cloud solution soon to be released. The developers claim
the cloud release will be lightweight with simple design. The
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desktop version offers features such as task management,
resource allocation, tracking, Gantt charts etc.
●
●
Odoo
●
Odoo offers a suite of FOSS business applications which
includes project management software in addition to CRM,
eCommerce, accounting, inventory, and point of sale. Odoo is a
multiplatform solution, supporting GNU/Linux distributions, and
several other operating systems. The developers claim that
Odoo's unique value proposition is to be at the same time very
easy to use and fully integrated. However, the FOSS edition has
limited features compared to the enterprise version.
●
●
OpenProject
●
The latest OpenProject release contains collaboration
features, such as WYSIWYG text editor, intelligent workflow and
conditional formatting. In addition to this, OpenProject offers task
management, time and cost reporting, Scrum etc. The software is
designed to support project teams throughout the whole project
lifecycle and offers collaborative project planning, timeline
reports, OpenProject provides a very intuitive user interface as
well as very extensive support documentation.
●
Lesson 3.4.3
●
●
The previous sections outlined some of the main features
from a selection of FOSS project management tools. The review
demonstrated that there are different types of project
management tool deployments which will depend on the type of
business, the size of the business, and the available business
resources and infrastructure.
●
To decide on the selection of the correct software these
factors should be taken into account. To help with this process,
the following steps can be used.
●
●
https://zapier.com/learn/project-management/how-tochoose-project-management-software/
●
●
Research the Main Features
●
An important question to ask is, “will the tool offer the
features the team needs?”. It may not be possible to get project
management software that meets all your teams needs. So it is
important to decide on what are considered as core essential
features. For instance, if collaborative functionality is not required
then you have more options for deployment (individual, cloud or
self hosted). It may be worthwhile to test the software with a
small group and deciding on what works best.
●
●
Costing
●
Although there may be no cost associated with the actual
software, there may be cost associated with any infrastructure
requirements to deploy the software (e.g. servers for in house
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deployment). If support is required this will also come with a fee.
Some Free and Open Source Software offer more features for
their enterprise edition, which will have a cost associated with it.
If your business has dedicated IT staff then you may decide that
support is not required as it will be handled in- house. Again, it
may be worthwhile testing the software with a small group before
committing to full deployment. If there is no budget available
then careful consideration should be taken on how and who will
deploy and support the software.
●
●
Try Alternatives
●
It is prudent to try a number of different alternatives. In
particular, an intuitive user interface should not be
underestimated. Some software tools might be more feature rich,
but if they are not simple to use and access then it is unlikely they
will be fully utilised. An intuitive interface allows the team to
perform common tasks without complex workflows.
●
●
Get Feedback
●
Once the team, have tested a variety of software it is
important to get their feedback on how well the tools functioned.
Allowing the team to test the software before committing to it
allows them to review it with a critical eye. This avoids users
becoming frustrated with new functionality and work practice
and helps keep an open mind. An Important question to ask is
“does this software solve a workflow problem?
●
●
Outline an Implementation Plan
●
The final step after a project management software has
been selected and deployed is to decide on how the software will
be implemented. If a small subset of the team have been testing
the software then feedback obtained in a testing stage will help
determine any issues. The team involved in the early stages might
be well suited to providing assistance to the entire team. It is
important that all team members use the software. If it is just the
team manager using the software then benefits of project
management software is not being fully exploited. It might be
worthwhile to provide workshops or tech-talks on how the new
work practice will use the software.
●
●
Lesson 3.4.4 Advanced Information
●
●
Some of the software described can be simply run
through a web browser after registering user details. However,
some of the tools may need advanced configuration to setup. The
installation and configuration will differ from one developer to
another and there is no generic method. For this reason, a list of
sources of further information relating to installation guides and
online interactive demos is provided below.
●
●
.
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●

MyCollab
●
Type
●
Inst
all Guide
●
site

Web

●
Link
●
https://community.mycollab.com/do
cs/hosting-mycollab-on-your-ownserver/installing-mycollab/
●
http://community.mycollab.com/

●
●
●

LibrePlan
●
Type
●
Demo
●
Install Guide
●
●

●
●

Website

●
Link
●
http://demo.libreplan.org/
●
http://www.libreplan.org/opensource/download/
●
https://github.com/LibrePlan/librepla
n/wiki/LibrePlan-installation
●
http://www.libreplan.com/

ProjectLibre
●
Type
●
Demo
●
Lesson with
Links
●
Basics Video
●
Website

●
Link
●
https://youtu.be/oiVnWX-J5Mo?t=20
●
http://www.youtube.com/watch?v=b
SX1VSdnFv4
●
https://youtu.be/bSX1VSdnFv4?t=4
●
http://www.projectlibre.org/

Odoo Project
Type
Demo

●
Link
https://youtu.be/ZrFMphnpYpM?t=2

●
●
●
●
●

Install Guide
●

Website

●
●
●
●
●

OpenProject
Type
Install Guide

Release
Overview
●
Website

●
2
●
https://www.odoo.com/documentati
on/master/setup/install.html
●
https://www.odoo.com/

●
Link
●
https://www.openproject.org/downl
oad-and-installation/#installation
●
https://youtu.be/QCqnL43tfqE
●

https://www.openproject.org/

●
●
●
Assessment text
●
●
Q1. Which of the following installation requires resources to install on a
business’s networked server?
●
Individual Project Management Software
●
On-Premise Project Management Software *
.
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●
Cloud based Project Management Software
●
●
Q2. The choice of project management software greatly depends on which of
the following?
●
The type of business
●
The size of the business
●
The available business resources
●
The available business infrastructure
●
All of the above *
●
●
Q3. Which of the following is considered best practice when deciding on project
management software?
●
Install the software across the business and make the entire business unit use it
●
Install and integrate the first one you discover when researching as it probably the
most popular
●
Do not consider cost as all aspects of open source software are free
●
Check various project management software with a subset of the team and get
feedback *
●
●
Summary text
●
The lesson has provided a brief overview of the different types of project
management tools for use in office productivity and collaborative teams. Many of the
popular tools in non-FOSS software have alternatives with the same if not enhanced
features in their FOSS counterparts. It should become apparent that the changeover to
FOSS in this are is trivial. The selection of project management tools is defined by the user
requirements and FOSS offers a variety of solutions to meet these requirements.
●

.

Lesson Title: 3.5 Office Productivity Suites

●
Lesson Introduction: The learner will become familiar with FOSS office productivity tools
and understand their main features. The majority of the tools are standalone whilst others have
already or are in the process of creating web based versions.
●
●
In this lesson we will explore the following:
Identify the main requirements for office productivity software
-

Describe equivalent common tasks carried out when using non-FOSS office productivity tools
Select the core office productivity suites available to FOSS users
Describe how support for office productivity software is handled
Describe any limitations of FOSS office productivity and how they may be overcome

●
●

Lesson 3.5.1 The learner will identify the main requirements for
office productivity software
●
●
Office productivity software is an essential part of any modern
business regardless of whether the business is online or not. An office
productivity suite can be considered as a mandatory part of any modern
operating system. Well known office productivity suites have
dominated business desktops due to compatibility and proprietary
.
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formats. This has changed considerably over the last 10 years through a
combination of better supported and feature rich Free and Open Source
Software suites and the availability of free online resources.
●
●
The main staples of any office productivity suite should contain
the following:
●
● Word processing
● Spreadsheets
● Presentation/Slide show software
●
●
In addition to this other core features are now becoming
commonplace such as drawing tools, equation editors, format
conversions, pdf writer, collaborative features, and cloud based access.
●
●
Although some popular enterprise office productivity suites are
not always available on FOSS operating systems, many FOSS office
productivity suites are in fact multi-platform. This means that while you
may not be using a FOSS operating system, you are still capable of
switching to Free and Open Source Software office software.
●
●
However, it should be noted that although a desktop versions
of non-FOSS office productivity software is not available for Linux users,
Linux users can generally avail of online, browser based versions if
required.
●
●
https://itsfoss.com/best-free-open-source-alternativesmicrosoft-office/
●
●
Lesson 3.5.2 The learner will select the core office productivity
suites available to FOSS users
●

●
Linux desktop distributions generally come with office
productivity preinstalled. OpenOffice was the standard suite installed in
most distributions for a considerable period. OpenOffice has a long
history and was originally known as Star Office. Star Office was release
in 1999 by Sun Microsystems who later renamed it as OpenOffice. It was
developed as a real alternative to Microsoft Office and supported its
own open document file format (ODF). The ODF common formats are:
●
●
.odt for word processing (text) documents.
●
.ods for spreadsheets
●
.odp for presentations
●
●
Oracle acquired OpenOffice when they bought Sun in 2010.
Unfortunately, Oracle discontinued development of OpenOffice after a
year. Apache later took over development and support of OpenOffice
and rebranded it as Apache OpenOffice. Since then, the project appears
to have stalled but not before it has been forked to become LibreOffice.
In addition to LibreOffice there are other alternatives which are worth
investigating depending on the business needs
.

80

●
●
LibreOffice (default)
●
LibreOffice is the default office productivity software included
in most GNU/Linux desktop distributions. LibreOffice is a free office
suite and boasts use by millions of people around the world. Its clean
interface and feature-rich tools to enhance office productivity.
LibreOffice includes several applications including: Writer (word
processing), Calc (spreadsheets), Impress (presentations), Draw (vector
graphics and flowcharts), Base (databases), and Math (formula editing).
●
https://www.libreoffice.org/
●
●
Collabora (Cloud Based)
●
Collabora Office is the enterprise office suite of LibreOffice. As
LibreOffice is considered the most widely used Open Source office suite
many users will be familiar with its functionality and support for
common applications (text, spreadsheets, presentations, and
databases). Collabora provide installation and administration utilities
together with long term maintenance and contracted
support.https://www.collaboraoffice.com/solutions/collabora-office/
●
●
OnlyOffice (Cloud Based)
●
ONLYOFFICE is an office suite focused on collaborative work.
The software can be delivered as a SaaS solution or it can be installed
on a private network on inhouse servers. Alternatively, if a standalone
version is require, users can install a Free and Open Source desktop
version. The main features of ONLYOFFICE include Documents, CRM,
Projects, Mail, Community, Calendar and Talk. The Projects module can
be used as project management software and includes task delegation,
monitor and reporting and Gantt Charts for project workflows.
●
https://www.onlyoffice.com/
●
●
Feng Office - formerly OpenGoo (PM)
●
Feng is an integrated suite of office productivity software
focused on providing an online hosted or On-Premise solution. There is
no desktop version available so connectivity is essential. There are
different versions available which different levels of support. Basic
support is offered for free whilst enterprise editions are available with
full support and greater features. It is possible to get a free trial of
different editions before committing.
●
http://www.fengoffice.com
●
●
Calligra Suite
●
Calligra Suite is a desktop office productivity solution offering a
comprehensive set of 8 applications. These applications are mainly
focused on office, graphics and management needs. Calligra uses the
Open Document Format (ODF) as its main file format which makes it
compatible with most other office applications including
OpenOffice.org, LibreOffice and Microsoft Office. It can also import the
native file formats of Microsoft Office. Additional applications include
tools such as Flow for flow charts and Plane for project management.
●
http://www.calligra.org/
.
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●
Lesson 3.5.3 The learner will describe how support for office
productivity software is handled
●
●
A common misunderstanding with FOSS is that it is completely
free of charge, i.e. gratis. In general, much of the software offered is in
fact free to use. However, if things go wrong and you need to fix
something, then you are depending on the FOSS community for help.
This is generally speaking provided by volunteers which monitor
reported issues. Although this is at the core of FOSS it may not be
practical or time efficient for a small business if issues arise. For this
reason, there is often a paid subscription based enterprise or
professional version of the software available. Paid versions offer
different levels of support to users and in some cases unlock full feature
sets. The level of support depends on the individual business needs and
how the software is deployed.
●
●
There is no commonality between software providers and the
level of support or cost of support provided (this is true also of the nonFOSS world). However, some general features which may be possible
are listed as follows:
●
● Wiki and Forum support
● E-mail support
● Tickets system
● Telephone Support
● Warranty
● Installation Support
● Upgrade support
● Infrastructure and server maintenance
●

●
For a full list of available options and support offered, check the
current support pages of the software chosen.
●
●
Restrictions in the features available can often be a limiting
factor in deciding to choose a particular piece of software. However,
one needs to keep in mind that the cost of support often facilitates the
development of the product. File format compatibility is often another
limiting factor. This can be in the form of file conversions which do not
fully support formatting rules or available fonts. This has improved
significantly in both FOSS and non-FOSS software. It is worth noting that
with FOSS, users are free to select any support provider and ar not
bound to the software creator of vendor.
●
●
●
●
●
●
●
●
.

Assessment text
Q1. Which of the following is not commonly part of core office suite functionality?
Word processing
Spreadsheets
Presentation software
CAD software *
82

●
Slideshow software
●
●
Q2. Which of the following office suite is the default application for most Linux
desktop distributions?
●
StarOffice
●
OpenOffice
●
FOSSOffice
●
Word
●
LibreOffice *
●
●
Q3. What is the standard format, ODF used if FOSS office software stand for?
●
Only Document Files
●
Open Document Format *
●
Open Document Files
●
Open Data Format
●
●
Q4. Which of the following is not an Open Document Format supported file extension?
●
.odt
●
.docx *
●
.odp
●
.ods
●
●
Q5. Technical Support for FOSS Office Productivity Software is always free for all
versions
●
True
●
False *
●
●
Summary text
●
●
In this lesson you have covered FOSS office productivity tools and gained an
understanding of their main features. The majority of the tools are standalone, however, current
developments are now offering stable and reliable cloud based versions which allow for online
collaboration and productivity. Furthermore, web based versions are allowing for greater
portability. The FOSS alternatives for office productivity are feature rich and will match the
functionality of the most popular non-FOSS solutions. Making the switch to FOSS office
productivity does not require a FOSS operating system and therefore allows the user to gradually
switch to a FOSS solution.
●

.
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Unit 4: Adopting FOSS in your business
Version 1.0, 27 February 2019
Authors: Björn Lundell and Jonas Gamalielsson, CC BY-SA 4.0
(https://creativecommons.org/licenses/by-sa/4.0/)
Within unit 4, the participant will be trained to:
• understand what an incremental approach implies in the adoption of FOSS
• demonstrate why an incremental approach may be an effective strategy in business
• make decisions on which FOSS products can be the most appropriate for his/her
business
• understand how FOSS products can interact with proprietary software, and the possible
implications
• understand and describe how FOSS can be customized according to the business needs
• search for and find the right support for the selected FOSS tool

Unit 4 consists of:

4.1 An incremental approach
“The FOSS Business User is able to incrementally introduce FOSS in SMEs and associated
software systems.”

4.2 The right FOSS for my business
“The FOSS Business User understands and thoroughly analyses the central aspects to
consider when choosing FOSS in business.”

4.3 Interoperability with proprietary software and customisation
“The FOSS Business User understands how FOSS products can interact with proprietary
software and how FOSS can be customised accordingly.”

4.4 Finding support
“The FOSS Business User is able to select the most plausible sources where the appropriate
support for the FOSS product adopted can be searched for and possibly found.”

.
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Lesson Title: 4.1 An incremental approach

Lesson Introduction:
Adoption of FOSS is often performed in the context of complex legacy system scenarios,
suggesting that an incremental approach that gradually incorporates FOSS components is
beneficial. Further, any corporate adoption endeavour needs to consider reasons for
adopting, commercial aspects and aspects related to procurement.
In this lesson we will explore the following:
-

FOSS adoption in company contexts

-

FOSS adoption and commercial considerations

-

Reasons for companies to adopt FOSS

-

FOSS adoption and procurement

-

Recommendations
FOSS adoption in company contexts
Company adoption of FOSS has had significant impact on business and
software development for more than a decade. For example, previous
research based on a survey conducted in Norway shows that “more than
30% of the respondents in our survey have more than 40% of their income
from OSS related services or software.” (Hauge et al., 2008, p. 211)
In addition, “As long ago as 2008, Gartner surveyed 274 enterprise
companies globally and found that 85% had already adopted open source,
with most of the remaining expecting to do so within the following year.”
(Aberdour, 2011, p. 6)
Further, previous studies have identified the importance of SMEs for FOSS
adoption in company contexts. For example, an EU study investigated the
impact of FOSS and reported in 2006 that: “In the private sector, FLOSS
adoption is driven by medium- and large-sized firms.” (Ghosh, 2006, p. 9)
Initially, companies were reluctant to adopt FOSS. As stated by Unni
(2016): “The origins of open source software can be traced back to 1964–65
when Bell Labs joined hands with the Massachusetts Institute of
Technology (MIT) and General Electric (GE) to work on the development
of MULTICS for creating a dynamic, modular computer system capable of
supporting hundreds of users. During the early stages of development, open
source software had a very slow beginning primarily because of some
preconceived notions surrounding it.” (Unni, 2016, p. 271)
For promotion of company adoption and deployment of FOSS in company
contexts it may be effective to ‘identify local “champions”, i.e. local FLOSS
enthusiasts, who can provide peer support to other users and offer them
additional training opportunities or management recognition. In general, it is
useful to create an internal intranet accessible page that provides links to all
the different training packages.’ (Daffara, 2009, p. 16)

.
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FOSS adoption and commercial considerations
When companies adopt FOSS in various contexts and strategically engage
with FOSS projects it may involve provision of source code on a commercial
basis. It has been argued that “a company can choose to make source code
freely available and still serve its own business interests as a for-profit
organization.” (Hecker, 1999, p. 46)
Historically companies adopted proprietary licensed systems where software
was initially non-proprietary licensed: “... the very notion of software is a
historically constructed category. Although the term itself has been around
since the 1850s, it was first applied to computing only in the late 1950s. It
was not until the 1960s that it became widely adopted, and even then, it was
often used to refer to systems software (later operating systems) rather than
applications. What little commercial software that was available from outside
vendors (as opposed to being developed in-house) was generally bundled with
hardware and was therefore not purchased as such.” (Ensmenger, 2004, p.
102)
Further, it is important to consider the sunk cost in FOSS adoption scenarios.
Sunk cost is an already incurred and unrecoverable cost which in the context
of FOSS adoption in the context of an existing IT system needs careful
attention, which is elaborated in the following:
“Organizations considering open source adoption may attempt to address the
sunk cost problem in two ways. First, they may consider partial adoption of
open source software, in specific areas where no prior proprietary system (and
hence, sunk cost) exists. For instance, an organization without business
intelligence applications may consider open source variants of these
applications such as Jasper Reports and Pentaho (in lieu of proprietary
variants), even though it may wish to retain proprietary versions of sales,
accounting, manufacturing, and other mission-critical business systems
already in place. Second, instead of comparing the adoption costs of open
source with the sunk costs of proprietary applications, organizations should
compare the future cost streams of maintaining their proprietary applications
vis-à-vis open source applications. The cost savings in licensing and using
open source systems over a multiple-year period may potentially be adequate
to justify the sunk costs invested in prior proprietary systems.” (Nagy et al.,
2010, p. 151)
Further, exiting or switching from one software solution to another may incur
costs that need to be considered in FOSS adoption scenarios, as argued in
previous research:
“For an organisation, the abandonment of a specific software solution,
sometimes referred to as exit (or switching) costs, can cause different kinds
of staffing costs. For example, if existing staff are trained and experienced in
a specific technology a change can cause specific costs for the organisation.”
(Lundell, 2012)
Reasons for companies to adopt FOSS
There are a number of reasons which may motivate company adoption of
FOSS (which may also be referred to as Free/Libre and Open Source
Software, FLOSS). For example, it has been argued that within a company
.
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“the decision to start adopting OSS solutions or to integrate OSS into the
company service offering is usually based on one of the following business
cases:
• Basic substitution/migration: the use of FLOSS in the IT infrastructure,
frequently in substitution of proprietary software.
• New deployment: the introduction of FLOSS for a new project internal
to the company (adoption).
• Selling services based on FLOSS.
• Selling products that contain FLOSS as a significant component.”
(Daffara, 2009, p. 11)
Further, a different study identified six categories of reasons for
organisational adoption of FOSS based on a review of previous research
which includes development (e.g. through use of OSS licensed modelling
tools, sometimes referred to as OSS CASE tools), use and deployment of
FOSS. Specifically, the study shows that an organisation may “(1) deploy
OSS infrastructure and applications, (2) use OSS CASE tools, (3) integrate
OSS components, (4) participate in external OSS communities and
contribute to the development of OSS products that are controlled by
someone else, (5) provide their own OSS products, and (6) use OSS
development practices.” (Hauge et al., 2010, p. 1149)

FOSS adoption and procurement
When considering FOSS for potential adoption in a company context it is
essential to avoid expressing requirements for proprietary technology since
such practice inhibits FOSS. Such practices are also problematic when a
public sector organisation expresses a requirement which refers to a
proprietary product since the consequence is that a company that wishes to
provide FOSS solutions are inhibited to do so. For example, as part of the
guidelines for procurement of FOSS it is stated this should be avoided:
“Specifying certain proprietary products (e.g. Microsoft Sharepoint),
platforms (SAP), Internet browsers or interfaces by certain providers may
lead to open source providers being excluded from the outset. This
strengthens existing dependencies, promotes monopolies and ultimately
limits competition and innovation, which results in higher IT costs in the
long term.” (SIK, 2015)
To aid procurement of FOSS and associated services, companies and other
kinds of organisations can benefit from use of different framework
agreements in European countries. For example, in Sweden there are
framework agreements provided by the National Procurement Services
(https://www.avropa.se/ ), whose mission is to provide coordinated
framework agreements for goods and services in different areas (including
information and communication technology) for the benefit of government
authorities at different levels and other interested organisations.
Recommendations

.
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Recommendations include:
1. Consider FOSS for potential company adoption by focusing on ‘low
hanging fruits’ by initially exploring widely deployed FOSS
2. Strategically promote skills development by allowing and encouraging
staff to explore potentially relevant FOSS for use in their own context
3. Institutionalise incentives for company learning (e.g. take action to allow
time for ‘innovation days’) in order to increase competence amongst staff.
4. Eliminate organisational inhibitors (e.g. remove and modify problematic
terms in employment contracts) which inhibit FOSS usage.
5. Eliminate legal inhibitors (e.g. avoid using closed file format and closed
standards) which inhibit usage of FOSS.
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Assessment text
Q1. Which statement(s) are true below?
Company adoption of FOSS has had negligible business impact for more than a decade
Company adoption of FOSS has had significant business impact for more than a decade
(X)
Company adoption of FOSS has had significant business impact only in the latest year.
Q2. Which statement(s) are true below?
When considering FOSS for potential adoption in a company context it is essential to
express requirements for proprietary technology since such practice inhibits FOSS.
When considering FOSS for potential adoption in a company context it is essential to
express requirements for proprietary technology since such practice promotes FOSS.
When considering FOSS for potential adoption in a company context it is essential to
avoid expressing requirements for proprietary technology since such practice inhibits
FOSS. (X)
Below are two exercises, which are subject to self-assessment, for example through use of
a review board.
Exercise 1. Identify and review an employment contract (e.g. the employment contract
used in your own company) and other documented regulations used in a company with the
view to identify terms and conditions which inhibit FOSS usage. If you identify such
terms, consider possible changes to the terms (for future versions of the contract) in order
to remove barriers which inhibit involvement with FOSS projects and usage of FOSS in
the company context.
Exercise 2. Identify and review an employment contract (e.g. the employment contract
used in your own company) and other documented regulations used in a company with the
view to identify terms and conditions which encourage FOSS usage. Consider possible
changes to the terms (for future versions of the contract) in order to introduce terms and
conditions which promote increased involvement with FOSS projects and usage of FOSS
in the company context.
Summary text
This lesson has highlighted different aspects related to adoption of FOSS in the context of
complex legacy system scenarios which call for an incremental approach to adoption. In
particular, the need has been emphasised for considering reasons for adoption of FOSS and
different commercial- and procurement aspects have been elaborated.
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Lesson Title: 4.2 The right FOSS for my business

Lesson Introduction:
Choosing FOSS for adoption in corporate scenarios is a complex undertaking which
necessitates consideration of various aspects including functionality, licensing and use of
processes and methods to aid FOSS selection.
In this lesson we will explore the following:
-

Relevant FOSS for company adoption

-

FOSS adoption and licensing considerations

-

Methods to support FOSS adoption in companies

-

Recommendations
Relevant FOSS for company adoption
There are a number of potentially relevant and widely deployed FOSS projects
which a company can engage with in order to explore the potential relevance
for use in their own context. For example, a company may consider the
potential relevance of adopting FOSS for use in their own company context
from the following widely deployed FOSS projects:
“Firefox is one of the most popular web browsers, Linux is a major operating
system platform, the Apache HTTP Server is a leading platform for websites,
Hadoop is a widespread software for the distributed processing of large data
sets and forms the foundation of many big data projects, Android is the leading
mobile operating system for mobile devices, and WordPress is a common tool
for the management of Web blogs. In the field of software development, the
Eclipse framework plays a major role.” (EU 2017a, p. 113)
Further, several FOSS projects address emerging technologies that provide
significant business potential, such as IoT and there are several FOSS projects
that are governed and provided by the Eclipse foundation. For example, it has
been argued that:
“The Internet of Things is becoming an increasingly important investment
area for companies in various industries. The IoT provides enormous business
potential for companies. The technological possibilities seem so
comprehensive that business opportunities appear to be overwhelming.” (EU
2017a, p. 111)
In the context of IoT, “The AllSeen Alliance, an open-source project with
more than 170 member companies, is an example of the importance of an
open-source IoT initiative. In March 2015, Panasonic created the non-profit
OpenDOF Project (opendof.org) as a means to make its IoT software stack
open source.” (Eastham, 2015, p. 58)
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FOSS adoption and licensing considerations
When companies adopt FOSS for their own company context it is important
to understand what the conditions are for such usage. For example, if FOSS is
incorporated in software products that are provided to third party it is
especially important to consider and adhere to licence obligations under which
FOSS is provided. For example, disclosure of FOSS included in software is
expected when software is provided to customers, as noted by Meeker (2017):
“Today, many customers who are buying licenses for software insist on a full
disclosure of open source components. In fact, if the product is to be
distributed to the customer, the vendor has an obligation to provide this
information to the customer—in the form of the license notices required by
the applicable open source licenses.” (Meeker, 2017, p. 143)
When companies procure GPL-licenced software in their software ecosystems
and engage with the specific FOSS project it has the effect of avoiding to lose
improvements made to the specific FOSS project. Therefore, it may be
unsurprising that “GPL is popular not just among developers but also among
companies because it helps secure a proper competition with regard to a
particular software product and prevents unfair withholding of improvements
of the software released in the Free Software world.” (Jaeger, 2010, p. 2)
Methods to support FOSS adoption in companies
The need for a process when selecting FOSS for adoption has been argued as
follows: “Before choosing a tool, it is wise to think about your wishes and
needs first, then compare a few candidates and finally, try one or two tools.
Even more so if the new tool has to interface with other software. Open source
tools are often introduced without any prior tool selection process. Apparently
the absence of an initial license fee is all the justification that is needed.
However, there are other factors influencing the total cost of ownership of a
tool. These factors have to be considered up front, otherwise you may find
yourself paying too much and getting too little.” (Wijgers and van Leusden,
2011, p. 44)
Evaluation and analysis of FOSS projects for potential adoption of specific
FOSS in a company context needs to consider a number of aspects. To support
such analysis a number of models and approaches have been proposed that
may support an organisation when considering adoption of specific FOSS. For
example, COSMM, NOSMM, QSOS, Open BRR and EOSS are five such
different approaches. See further Umm-e-Laila et al. (2017) for an overview
of these approaches. For example, there are “some formal evaluation models
you can use to help provide an evaluation framework. Navica’s Open Source
Maturity Model (OSMM) is published under an open license and assesses the
maturity of key project elements. The Business Readiness Rating is a
proposed evaluation model under development by a group of major
organizations that seeks to expand on both previous OSMM models to
develop an open standard for OSS rating.” (Aberdour, 2011, p. 8)
Specifically, the Navica OSSM “is designed to help organizations
successfully implement open source software” (Navica, 2008) and is
“designed to enable organisations to evaluate open source products and to
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assess whether a product can fulfil the organisation’s requirements. The
OSMM assesses a product’s maturity in three (3) phases:
#Phase 1: Assess vital product elements (software, support, documentation,
training, integration, and services) for maturity and assign a maturity score.
# Phase 2: Define a weighting for each element based on the organisation’s
requirements.
# Phase 3: Calculate the product’s overall maturity score.” (MAMPU, 2006,
Appendix 1)
A different method to support FOSS adoption in companies is the Cap Gemini
OSSM which “in close cooperation with the customer allows to deliver the
following:
a. Determine the maturity of an Open Source product,
b. Access an Open Source product’s match to the business requirements,
c. Compare Open Source products with commercial alternatives,
d. Show the importance of an Open Source Partner (OSP).” (MAMPU, 2006,
Appendix 2)
Recommendations
Recommendations include:
1. Use of a set of recommendations for how to evaluate and analyse FOSS
for organisational adoption (e.g. use published recommendations for analysis
of FOSS communities)
2. Use of guidelines for company adoption of FOSS (e.g. use selected
recommendations from published guidelines concerning procurement of
FOSS, such as the OSOR guidelines).
3. Strategically engage with selected FOSS projects that are potentially
relevant for the own business in order to learn. This includes that company
employees need to strategically engage with (selected) FOSS projects (e.g.
monitor and engage with dialogue and communication in the FOSS project)
over a long period of time.
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Assessment text
Q1. Which statement(s) are true below?
When companies procure GPL-licenced software in their software ecosystems and engage
with the specific FOSS project it has the effect of avoiding to lose improvements made to
the specific FOSS project. (X)
When companies procure GPL-licenced software in their software ecosystems and engage
with the specific FOSS project it has the effect of losing improvements made to the
specific FOSS project.
When companies procure MIT-licenced software in their software ecosystems and engage
with the specific FOSS project it always has the effect of avoiding to lose improvements
made to the specific FOSS project.
Q2. Which statement(s) are true below?
Evaluation and analysis of FOSS projects for potential adoption of specific FOSS in a
company context needs to consider only availability of support.
Evaluation and analysis of FOSS projects for potential adoption of specific FOSS in a
company context needs to consider a number of aspects. (X)
Evaluation and analysis of FOSS projects for potential adoption of specific FOSS in a
company context needs to consider only availability of documentation.
Below is one exercise, which is subject to self-assessment, for example through use of a
review board.
Exercise 1. Consider the needs and expectations from your own business context and
identify a set of widely deployed FOSS projects that potentially would be relevant for
adoption in your own company context. For one such FOSS project, consider a potential
adoption of this FOSS solution in your own company context and conduct an analysis
through use of one of the available approaches for analysis of the specific FOSS.
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Summary text
This lesson has highlighted different aspects related to adoption of FOSS in corporate
scenarios, and in particular elaborated on licensing issues and use of different processes
and methods that may be a support in finding FOSS appropriate for specific company
contexts.

.
Lesson Title: 4.3 Interoperability with proprietary
software and customisation
Lesson Introduction:
Since typical FOSS adoption scenarios involve legacy systems (which may contain
proprietary software), it is key to consider various aspects to promote interoperability of IT
systems. Such aspects do not only consider properties related to software alone, but also IT
standards and associated implementations of such standards.
In this lesson we will explore the following:
-

Interoperability and legacy systems

-

Policy initiatives

-

Legal aspects and interoperability

-

FOSS implementations of open standards to promote interoperability

-

Conforming implementations of standards to promote interoperability

-

Commodification of software to promote interoperability

-

Recommendations
Interoperability and legacy systems
In order to achieve interoperability and thereby enable interaction and exchange
of data between IT systems both in an organisation and beyond its boundaries,
it is essential to consider various aspects in FOSS adoption scenarios involving
legacy systems. For example, previous research argues that:
“There can be many dependencies between specific systems and when there are
requirements for seamless interoperability, at different levels of abstraction,
there are many technical (e.g. different formats and protocols) and business
challenges (e.g. different semantics). In the worst case, an organisation may be
unable to exchange important information.” (Lundell, 2012)
Dependencies to systems that are controlled by other organisations may inhibit
interoperability in FOSS adoption scenarios, as elborated in previous research:
“An organisation may also be dependent upon (or required to have)
interoperability between one of its systems and a system that is controlled by
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another organisation. Requirements can restrict choice in IT-procurement, since
tools may not necessarily be interoperable with already existing systems.”
(Lundell, 2012)
For a company which has adopted IT solutions and uses a number of legacy
systems that are deployed as proprietary software and cloud solutions, the
existing IT solutions may impose significant challenges and inhibit
opportunities for adoption of FOSS in the own company context. However,
adoption of FOSS may constitute an effective long-term strategy for promotion
of interoperability and avoid costly lock-in. For example, as stated in previous
research:
“Many organisations are currently restricted in their choice of software because
of restrictions imposed by existing systems, which often results in a lack of
interoperability and a risk for different types of lock-in. Use of open standards
and open source software (OSS) implementations of standards is a means that
can reduce the risk of lock-in, improve interoperability and also stimulate
innovation” (Gamalielsson et al., 2015).
Policy initiatives
For a company based in one of the EU member countries that considers
adoption of FOSS, it may be encouraging to note that the importance of
interoperability has been stressed by the EU in its Tallinn Declaration on
eGovernment (EU, 2017b). Specifically, the EU strategically amplifies the
ambition to increase usage of FOSS by stating that its member countries will:
“make more use of open source solutions and/or open standards when
(re)building ICT systems and solutions (among else, to avoid vendor lock-ins),
including those developed and/or promoted by EU programmes for
interoperability and standardisation, such as ISA” (EU, 2017b, p. 6)
Previous studies show that usage of FOSS can promote interoperability. For
example, it has been stated that: “Open source software can help reduce the cost
of software development and deployment, and make software more
interoperable” and that open source is not considered “as a driver or obstacle
for in-house development.” (EU, 2017a, p. 137)
Legal aspects and interoperability
Production of FOSS in an open collaboration is performed through use of open
collaboration platforms (e.g. GitHub, GitLab, etc.) and presupposes a copyright
regime which allows an open collaboration related to FOSS projects.
Interoperability between different software applications is promoted when the
legal and licensing models promote collaboration that involves amongst many
different individuals and organisations. Copyright is central to the licensing
models used by FOSS projects and for a company considering adoption of
FOSS it is important to understand opportunities and obligations related to
specific FOSS projects. It should be noted that legal and licensing issues may
significantly impact on opportunities for interoperability and the strategic value
for adoption of effective FOSS solutions from different FOSS projects in
company contexts. For example, it has been recognised that:
“every industry is different. If copyright chooses to favor a mode of production
that is prevalent in one industry, it may unwittingly hurt production in other
industries. What is good for the film industry might be bad for the software or
.
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publishing industries. If keyed to the mode of production typical of one
industry, copyright will slow production in other industries. To the extent that
copyright can be modified for use in many different industries, it will be more
useful.” (Wu, 2008, p. 347)

FOSS implementations of open standards to promote interoperability
There are a number of factors and related aspects a company needs to consider
when addressing interoperability challenges in any usage context. Standards
and their faithful implementations in software are essential for interoperability.
For example, the web standard HTML5 (provided by W3C) is an example of
an open standard which is implemented in several web browsers (e.g. the FOSS
licensed web browser Firefox). Implementation of an open standard in FOSS
constitutes a prerequisite for interoperability between different software
solutions. This has been clarified in previous research as follows:
“A necessary, but not sufficient, prerequisite for interoperability between
software systems and file formats is that software systems conform with the
Open Standard which is to be implemented. Interoperability is promoted
through compatibility, which in turn demands conformance tests of software
against interfaces to already used systems.” (Lundell, 2012)
Independence from the tool used to generate data in a specific standard is an
important benefit from use of standards which qualify as open standards. Use
of open standards promotes interoperability, as elaborated in previous research:
“An important principle underlying the idea of an Open Standard is that it
ensures that data and systems can be interpreted independently of the tool which
generated it. The role of standards and Open Standards have been considered
by different stakeholder groups, at national and international levels, for a long
time.” (Lundell, 2012)
Further, research emphasises that in corporate contexts and inter-organisational
collaboration scenarios when a variety of tools and document formats are used
it is essential to account for a future data conversion and curation to promote
interoperability and long-term maintenance of digital assets:
“For many companies it is not possible to dictate which tools and document
formats should be used in an inter-organisational collaboration. Therefore it is
essential to account for future needs for data curation, especially when
proprietary file formats are initially used. Any long-term maintenance scenario
is bound to involve multiple tools as digital assets will outlive any tool.”
(Lundell et al., 2011)
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A study explored sustainability of Open Source Software licensed office
applications (OSSOAs) implementing the ISO-standardised XML-based
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document formats ODF (ISO/IEC 26300:2006) and OfficeOpen XML
(ISO/IEC 29500:2008) (Gamalielsson and Lundell, 2011). Specifically, it was
found that there is a sustainable and effective OSSOA for the ODF document
format but not for OfficeOpen XML. (Gamalielsson and Lundell, 2011)
Conforming implementations of standards to promote interoperability
In order to test if a software implementation conforms to a specific technical
specification of a standard conformance tests can be used to check if the
implementation conforms to the standard at hand. However, it should be noted
that even if a specific software application conforms to a specific conformance
test it does not follow that there it will be interoperable with other
implementations. In scenarios when a company needs to establish
interoperability between different software applications that involve proprietary
solutions the challenges may become unresolvable since the source code for the
software implementing the standard may be unavailable to a company wishing
to achieve interoperability. Previous research has elaborated these challenges
and what can be done by a company can do as follows:
“In scenarios when there is a lack of interoperability, despite conformance to
the standard according to a specific conformance test, there is of course a limit
to what a customer can realistically expect from its supplier. Minor issues
concerning lack of conformance and interoperability may perhaps be solved in
kind through a constructive dialogue between stakeholders involved. However,
further development efforts involving additional cost may be necessary in cases
when customer expectations significantly exceed what the business agreement
advocates.” (Gamalielsson et al., 2013)
An example standard for which the need for a tool for conformance checking
to promote interoperable IT systems has been identified, is the DICOM (Digital
Imaging and Communications in Medicine) standard:
“Exchange of medical information has been subject to standardisation and
standards since the end of the 1980s, and we have seen an increasing number
of standards in this area over the last decades. One such standard is the DICOM
standard (Digital Imaging and Communications in Medicine), which is used as
a basis for exchange of medical images. Over the years, different companies
have developed different implementations of the standard. Therefore,
conformance to the standard has become important, and for this reason there is
a need for having a validation tool that can check conformance to the standard.
This leads to less field problems in interoperability and reduced field support
costs.” (Lundell and van der Linden, 2013)
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Commodification of software to promote interoperability
Commodification of software implies organisational collaboration on
technologies that are mainstream and competition on technologies that provide
a competitive advantage, as elaborated in previous research:
“Over time, as new solutions and technologies become mainstream, specific
software solutions will not provide an organisation with a competitive
advantage any more. Essentially, this will result in an increased amount of
software becoming commodity over time. As commodification of specific
technologies and software, over time, will take place in the marketplace the risk
associated with its adoption will be reduced.” (Lundell, 2012)
Commodification also provides reduced risks and other benefits in the context
of organisational adoption, as argued in previous research:
“With commodification of specific software, an organisation that have adopted
such will gain by reduced risk implied by the existence of alternatives that can
replace the initially adopted software. Commodification also contributes to
increased availability of necessary competence in the marketplace for a feasible
price. For specific (non-commodity) software, an organisation may be
dependent on support from a single (or few) support provider which increases
risk.” (Lundell, 2012)
A specific example that highlights the importance of commodification of
software for promotion of interoperability is outlined in the following:
“Briefly, the four stages in the evolution of the project can be characterised as
follows:
1. In 1995, DICOM was a quality interface, only available as a system option
for those that really needed interoperability on medical images. Several vendors
provide their own solutions, and this was part of the competition. DICOM
support was an added value for medical equipment companies.
2. In 1999 DICOM was no longer differentiating. The clients all needed
interoperability and they just expected DICOM support and Philips Healthcare
decided to provide the DVTk application binary freely downloadable via their
own website.
3. In 2001 to share development costs and increase adoption of DVTk, a joint
development started with another company (AGFA). The development of
DVTk was still proprietary development. The functionality is necessary for
each company that supports DICOM interoperability.
4. In 2005 it was decided to create an open platform to ensure uniformity. The
software is still domain specific, but for the involved companies it is regarded
as commodity.” (Lundell and van der Linden, 2013)
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Recommendations
Recommendations include:
1. Analyse the existing IT-infrastructure in order to assess the potential for
interoperability with FOSS (e.g. identify lock-in inhibitors in the existing
infrastructure)
2. Analyse long- and short-term economic (e.g. analyse existing contracts in
order to assess sunk costs), technical (e.g. use of closed standards and closed
file formats in existing IT-infrastructure) and legal challenges (e.g. contractual
lock-in) related to the existing IT-infrastructure.
3. Consider long- and short-term strategies for how to avoid use of proprietary
software which implement closed file format and closed standards in order to
allow for interoperability between proprietary software and FOSS (since closed
file formats and closed standards inhibit implementation in FOSS projects).
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Assessment text
Q1. Which statement(s) are true below
Dependencies to systems that are controlled by other organisations may cause lock-in in
FOSS adoption scenarios (X)
Dependencies to systems that are controlled by other organisations promotes
interoperability in FOSS adoption scenarios
Dependencies to systems that are controlled by other organisations may inhibit
interoperability in FOSS adoption scenarios (X)
Dependencies to systems that are controlled by other organisations results in lock-in
avoidance in FOSS adoption scenarios
Q2. When a closed standard is implemented in software it is likely that data and systems
can be interpreted independently of the tool which generated it over several decades.
true
false (X)
Below is one exercise, which is subject to self-assessment, for example through use of a
review board.
Exercise 1. Consider a set of files which have been produced in your own company context
and analyse the specific file formats used. Make a copy of each file and use these copies for
investigation of interoperability with other software. Specifically investigate if you can
access and modify these files (make sure to use the copies when you undertake this
investigation) by use of some specific FOSS which may be relevant for use in your own
company context.
Summary text
This lesson has highlighted different aspects related to interoperability in the context of
adoption of FOSS in corporate scenarios, and in particular elaborated on different aspects to
consider related to software and IT standards with associated implementations in software.
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Lesson Title: 4.4 Finding support

Lesson Introduction:
Availability of support for FOSS is fundamental in organisational and in particular
corporate adoption scenarios. Compared to proprietary software for which there is often a
single or few suppliers providing both software and commercial support for the same
software, FOSS typically offers both voluntary and professional support involving a variety
of individuals, suppliers, and other organisations. Hence, considering ways to find support
is important for any organisation seeking to adopt FOSS.
In this lesson we will explore the following:
-

Myth concerning lack of support for FOSS

-

Support considerations

-

Professional support

-

Recommendations
Myth concerning lack of support for FOSS
As early as 1999, Tim O’Reilly presented a number of myths concerning FOSS
in a private meeting involving Fortune 500 IT executives in November 1999.
One of these myths (the second myth) elaborated on perceptions concerning
reliability and support for FOSS:
“If open source software isn't reliable enough to use, then the Internet isn’t
reliable enough, because the Internet infrastructure relies heavily on Open
Source software. Every single internet address—both web and email—depends
on the Domain Name System, or DNS. At the heart of the DNS is an opensource program called BIND, originally developed at UC Berkeley, but
maintained ever since by its principal developer as an independent free software
project under the auspices of a group called the Internet Software Consortium.
Given the importance of the Internet today, BIND is arguably one of the most
mission-critical programs in the world.” (O’Reilly, 1999)
“With the growing interest in open source software in the computer industry,
large end users will soon have the best of both worlds, with the informal support
mechanisms of the networked developer community with the big-company
support of players like IBM, HP, Sun, and Silicon Graphics, not to mention
aggressive startups like Red Hat.” (O’Reilly, 1999)
Hence, already in 1999 it was evident that lack of support for FOSS was a myth,
and today when FOSS has become widely adopted in a number of company
contexts, lack of support is to some extent still a misconception.
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Support considerations
When a company decides to adopt FOSS from a specific FOSS project there is
a need to consider who should provide support for its use. Such decisions are
inherently context dependent and an effective strategy needs to consider a
number of factors, including the criticality of the adopted FOSS for the own
business. Amongst alternatives for providing support, one option may be that
the company engage with the specific FOSS project and develop (in-house)
competence in order to provide support for usage and customisation. However,
and in particular in cases when the adopted FOSS is critical to the own business,
it may make sense to establish a commercial support contract with some other
company that can provide the necessary expertise, at least for a second line
support.
Previous studies have identified a number of reasons for circumstances which
may contribute to a decision to select the second alternative. For example, it has
been argued that “user orgaizations can consider outsourcing the
implementation and support of open source applications to external vendors if
they lack the manpower or the capability to do so themselves. This strategy can
provide a quick way of overcoming the knowledge barriers associated with
open source software adoption” (Nagy et al., 2010, p. 150)
Professional support
In many countries there are several companies that offer professional support
related to several widely deployed FOSS projects.
In addition, related to widely deployed FOSS projects it is often also possible
to find support from the community engaged with specific projects. Some FOSS
projects maintain dedicated webpages for support. For example, the LibreOffice
website provides a dedicated page for different channels through which one can
find community based support:
https://www.libreoffice.org/get-help/community-support/
Further, the same FOSS project also maintains a dedicated web page which
provides contact details to organisations that can provide professional support:
https://www.libreoffice.org/get-help/professional-support/
For FOSS projects with active communities it may be enough for a SME to
engaged with a community in order to obtain support through such channels.
However, depending on the specific circumstances in the company context, and
in particular for a business critical applications, it may be highly recommended
to establish some type of support contract with a company that can provide
professional support on an agreed timely basis.
There are also other examples of FOSS projects which maintain web pages that
contain information related to different types of community and professional
support. For example, the NextCloud FOSS project provides community
support (https://help.nextcloud.com/) and also paid for professional support at
targeting different use cases that include different benefits and prices depending
on what the specific needs are for the company adopting a NextCloud solution
in their own company context.
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In several countries, companies that have developed expertise and provide
professional support for FOSS may be organised in specific business
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associations. For example, in Sweden several that provide professional support
for many different FOSS projects can be found through the association Open
Source Sweden (www.opensourcesweden.org).
Recommendations
Recommendations include:
1. Engage with communication channels related to the FOSS projects used in
the business.
2. Develop collaboration with other companies that provide commercial support
and services related to specific FOSS projects.
References
Del Nagy, Areej M. Yassin, and Areej M. Yassin (2010) Organizational
Adoption of Open Source Software: Barriers and Remedies, Communications
of the ACM, march 2010, vol. 53, no. 3, pp. 148-151
https://doi.org/10.1145/1666420.1666457
Tim O’Reilly, Ten Myths about Open Source Software, O’Reilly.com, Nov. 1,
1999.
Assessment text
Q1. An organisation can obtain commercial support for FOSS
true (X)
false
Q2. Public sector organisations cannot adopt FOSS in public procurement
true
false (X)
Below is one exercise, which is subject to self-assessment, for example through use of a
review board.
Exercise 1. For a set of specific FOSS applications that are potentially relevant for adoption
in your own company context, investigate what type of support can be obtained for these
applications. Also investigate which companies (in your own country) offer support
contracts for these specific FOSS applications on a commercial basis.
Summary text
This lesson has highlighted different aspects related to availability of support in FOSS
adoption contexts in corporate scenarios, and in particular elaborated on the options of
voluntary (community based) and professional (company based) support.
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Unit 5: Migration to FOSS
In this unit, you will learn about switching from proprietary software to FOSS. As every
software migration, there are a few things you should consider and some pitfalls you will
learn to avoid. After this unit, you will have learned that proper preparation and
communication is key, and will be able to make the first experiences in practical interaction
with a FOSS community.
Unit 5 consists of:
5.1 Understanding software migrations and its implications
There a different types of software migrations. You will learn the most common forms and
which risks they involve. You will learn how to avoid typical pitfalls.

5.2 Preparing the move to FOSS
With a good preparation, your migration to FOSS will be much easier. We will help you to
design the best strategy for your case in order to keep up the workflow in your business.

5.3 Executing the FOSS implementation in your business
Time to put your plans into practice! With a few easy tipps you will be able to execute the
migration to FOSS in your business environment successfully.

5.4 Becoming part of a community
A migration to FOSS is just the beginning of a journey. You will explore the fantastic
capabilities of FOSS communities. This lesson explains the basic vocabulary and gives
pointers how to get familiar with the people who form the software you adopted.
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Lesson Title: 5.1 Understanding software migrations and
its implications
There a different types of software migrations. You will learn the most common
forms and which risks they involve. But you will learn how to avoid typical pitfalls.

In this lesson we will explore the following:
•

The basics of software migrations and they different types;

•

Identifying implications and possible risks;

•

Find and avoid typical pitfalls in software migrations.
Understanding migrations
Software can be found in almost every place in an average small and
medium sized business. If you take a look around in your company, it is
likely to find it in accounting, banking, customer relationship,
communication, storage of information, planning of work, document
editing, marketing and many more. For this, countless pieces of software are
involved to keep your business running.
The decision to migrate may derive from different motivations. It may focus
on different business areas and encompass different scales, but it all comes
down to learning about a company’s software ecosystem. You will have to
ask yourself some basic questions:
•

Why do I want to migrate to another piece of software?

•

Is it about a single piece of software, a more complete suite of
applications, or a whole department and its IT environment?

Free and Open Source Software has a multitude of advantages for your
business. It is vendor independent, easily extendable, transparent and
friendly to open standards. But a change of routines will always cause
frictions and additional work in the short run, before you can profit from
those advantages. Therefore, proper planning and knowing about your
motivation and the anticipated benefits will certainly make it easier.
Now take some time and think of some proprietary software which you use
at least on a weekly basis and which you could and would like to replace
with a FOSS solution. It can be a small helper tool or an integral application
for your working life. The more encompassing it is, the more complicated a
migration can become, but also the more rewarding the migration might be.
If after considering implications and checking the feasibility of a software
migrations you found that it is not realistic for you to replace an existing
application, you could also decide to adopt a new software solution solving
a specific problem in your organisation. You can still follow this learning
.
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unit to make the implementation of the new software as successful as
possible.

Complete and partial migrations
“All or nothing” has been a paradigm taught by popular advocates of both
the proprietary and FOSS world for a long time. Software vendors dream
about environments in which their complete software line-up is being used –
and not alternative solutions. When starting to use their software, they
usually recommend changing all interconnected software as well. They seek
after a complete migration.
However, this has proven to cause more problems than it solves. Almost no
business department is isolated from others, and impose a radical change of
applications, formats and workflows on a number of people will create
frustration.
Especially in small and medium-sized enterprises, in which the ICT budget
may be limited, we recommend partial migrations. Not striving for the allemcompassing change of your IT landscape at once has multiple advantages
for your business:
•

You will be able to make experiences and learn from mistakes
without endangering large areas of your work.

•

You will learn how a certain piece of software is interconnected
with other areas.

•

You will not demand too much from yourself and other employees
with regard to changing routines and documentation of knowledge.

•

Becoming part of a FOSS community is additional work and may
take some time. Making one migration after another will save the
necessary time.

However, in the long run, having a 100% Free and Open Source
environment is a desirable goal. Due to the vendor independence,
interoperable standards (or the ability to add them) and the extendability of
FOSS will help exhaust the full potential of its capabilities. Mixed
environments may work, but having proprietary software always involves
the risk of surprising incompatibilities or unexpected additional depenencies
on other software or formats.

Identify individual implications
Each business is a unique ecosystem with software installed, workflows
trained, and expectations on its ICT systems. Your business may have
completely different dependencies on applications than your competitors,
even if you use the same text editing suite and email client.
In order to plan your software migration, it is important to know about the
most critical areas which the transition affects.
.
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•

Software: Most obviously, by changing an application, its interface,
capabilities and outputs may change. In an email client, the editing
window might look different and configuring a signature might feel
different. In an online Content Management System, the method to
edit pages and add new information will change. A groupware may
offer different options to collaborate with other members of your
company. You have to be aware of the different feature sets and
think of situations in which additional functionalities will support
your organisation, and in which missing features have to be
mitigated or replaced by other tools.

•

Formats: Almost all applications read and write information. For
this, different formats are being used. In the FOSS world, open
standards are preferred as they can easily be implemented and used
in all applications without being affected by patents and hampering
licensing terms. Therefore it is important to analyse which formats
the software you would like to replace and the one you will start
using use. Ideally, there is 100% compatibility between the both of
them, but even if the formats are the same, there can be
incompatibilities due to a different interpretation and
implementation of a standard. If the old and the new program do not
share the same formats, so if a 1:1 migration of data is not possible,
there may be additional tools which can make that possible.

•

Dependencies: It is great to start using a better software, especially
if it is Free and Open Source Software. But perhaps you are not the
only one using it, and perhaps the software depends on the output of
another programme, or it is in turn required by a software which is
also in use in your business. For example, a banking application
which you would like to exchange is connected with an accounting
software. A closer analysis of your ICT environment is necessary in
order to avoid or at least reduce friction.

•
Common pitfalls to avoid
Of course, there are too many different kinds of mistakes which have been
made during a software migration, and all cases are highly individual.
Probably you will also run into smaller problems. But there are a few
common anti-patterns which you should avoid:
•

.

No backups: Adopting new software and replacing another may
cause data changes. If you plan carefully, everything may run as
expected and your data will be available in the new application just
as before. But even the best planning cannot foresee unexpected
bugs, surprising power outages during data conversion or
unfortunate typos. Doing regular backups and keeping them for a
longer time even after a seemingly successful migration will spare
you terrible data loss and expensive recovery. This is a general
advice for your whole IT infrastructure but specifically necessary in
times of larger restructuring.
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•

Lack of planning: Doing a short-term software migration may be
possible but conscious planning will significantly reduce the
probability of problems. The next lesson will help you draft a plan.

•

No tests: Depending on the complexity of the migration and the
features, formats and users involved, testing a migration in a safe
environment before the actual roll-out of a new software is highly
recommended. Not doing prior tests will increase the probability of
running into unexpected problems.

•

Overloading yourself: In an average SME you will not be able to
change the whole ICT infrastructure at once. Doing so will probably
cause major disruptions in the workflow of your company’s
employees and be highly complicated. Instead, collect experiences
with smaller pilot projects and make step-by-step migrations to
other software in a logical order. Changing the operating system of
all computers usually is more complex than swapping one tool
because multiple applications may not work on the new system.

•

No documentation: You will learn many useful things, so it would
be a mistake not to document them somewhere. It will prove
extremely valuable to note down how you fixed a complicated
problem if you or your colleagues will experience the same or a
similar issue later.

•
Assessment Quiz
True or false?:
•

Software migrations to FOSS only make sense if the whole ICT infrastructure is
going to be changed. [true / false]

•

Software supporting Open Standards makes migrations easier. [true / false]

•

Creating backups when migrating to FOSS is not necessary because it does not
contain bugs. [true / false]

•

It is important to start a documentation about how to solve certain issues from the
very beginning on. [true / false]

What do you have to take into account when migrating software?

.

•

Data formats of new and old software

•

Dependencies with other software

•

The version control system used for the development of the new software

•

Whether the creator of the new software is a popular company

•

The functionalities of the new and old software
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Complete the sentences:
Software migrations can be separated in complete and partial migrations. The latter is
preferred because it has more advantages for most SMEs. When planning a migration, it is
important to make backups to avoid loss of data, to perform prior tests in a safe
environment, as well as to document your first findings.

Exercise
Take a look at the applications installed on your computer or in the network of your
company. Select a piece of software which you would like to replace with a FOSS solution.
Make sure to pick one that is realistic for you to exchange. Then map which other
applications might rely on your chosen software, and how you can migrate the data from
the old to the new programme.

.

114

.

Lesson Title: 5.2 Preparing the move to FOSS

Lesson Introduction:
With good preparation, your migration to FOSS will be much easier. We will help you to
design the best strategy for your case in order to keep up the workflow in your business.
In this lesson we will explore the following:
•

Setting the scope of your planned migration;

•

Creating a schedule to plan realistically and prepare your communication;

•

Importance and techniques of documentation;

•

Successful internal and external communication.
Setting the scope
After learning the basic concept of a software migration, you will learn to put
that in practice. For that, a real-life example will prove the most helpful. Start
with thinking of a first application you would like to replace with a FOSS
solution. Consider the tips in the first lesson of this unit which will help you
avoid typical mistakes. Ideally, it is a software which is not too crucial for
your company and which is being used by a limited number of employees.
You should also be already aware of a Free and Open Source Software
solution which could serve as a good replacement. With that in mind, you
won’t overburden yourself and make it easier to gain first experiences with
software migrations. Most things you will learn in this lesson are applicable
not only to FOSS but all types of software, but the more transparency and
independence a software provides, the easier the planning of a migration can
be.
If you have a specific piece of software in mind, a first step is to set the
scope. Doing that will deliver an overview of the implications the migration
will have. Without a proper scope, there often is a tendency to do work which
is not necessary for the project. On the other hand, one could easily forget
other parts. A written scope document could contain:

.

•

WHAT are you going to migrate? Is it only one application, or does it
depend on other applications which you would also have to deploy or
replace? Does it involve converting already existing documents to
other formats?

•

WHO is depending on the software you are going to migrate? Is it
only you, or some of your colleagues, or a whole department? Note
down the persons or departments, you will need this list later.

•

HOW is the result supposed to be, compared to the current state?
Which applications will be installed, which removed? If you touch
workflows, how will they have to look like?
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•

WHICH are the worst things that could possible happen due to your
migration? Whom would it affect? What damage could it cause to
other parts of your ICT and company workflows? This may help you
detect more precaution measures.

The scope document is a highly important as it will form the basis of your
work. However, it is not supposed to remain unchanged. Probably, during the
next steps, you will notice things which you haven’t recognised in the first
place. This is normal and part of the knowledge collection which is crucial for
the success of your project.
Making a schedule
After setting the scope, the next step is to create a schedule. As with the scope
document, this probably will be subject to change, for instance after receiving
feedback by affected people working with a specific piece of software,
dealing with unexpected challenges, or noticing the need for more prior
testing.
The schedule’s layout is highly dependent on the complexity of the migration
you are going to perform. If it is about a small tool which only you rely on,
some calendar reminders will probably suffice. If it is more complicated, and
especially if you rely on the work by other people, a more sophisticated
scheduling is required. Of course, you can freely choose the methods you are
most comfortable with, for example Gantt charts, advanced project
management interfaces, or the company’s internal groupware and shared
calendars.
A good schedule will at least consider following dates:
•

When will backups definitely have to run, and when do you have to
check whether a backups is restorable? Don’t leave it up to chance.

•

When will testing the migration start, and how long does it take? Plan
generously since good testing may help detect issues.

•

At which points in time will you have to inform other people? If you
are asking for input, how long will it take them to answer?

•

When is the actual migration going to take place, and for how long?

•

When will the post-migration tests take place? Whom are you going
to need for that, for example for feedback?

•

Which special events are taking place during the whole project? This
could be vacations, conferences many employees are participating in
or high-workload periods.

If there are more people than you involved in the migration, also note down
their parts of a task in your schedule.
If you already have experiences with project management and related
software, feel free to make use of them. But it is usually not required when
conducting partial migration of software which is not highly complex and
widely interconnected.

.
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Documentation saves your time
An often underestimated bonus for each ICT project is proper documentation.
This is a key for collecting knowledge and increase problem-solving
capacities in your company.
There is no universal recommendation on how and where to document.
However, especially FOSS communities depend on good documentation and
you can draw some experiences from that. This section will outline an
example of how knowledge collection might look like.
Documentation does not mean copying everything you read regarding your
ICT. It is about providing shortcuts for solving specific problems you or other
might encounter. In technical environments, this can broadly be separated in
two areas:
•

How to solve a specific issue or conduct a specific task? For example
a checklist and step-by-step instruction on how to upgrade a specific
application to a new version. On the user side, collecting information
on how to handle unexpected behaviour of a software could be useful
information. This can also be separated in two sections, one for users
and one for technical maintainers as it might reduce confusion and
ease oversight.

•

Where to find further information? Most software projects have
knowledge bases on their own, for example detailed references of
features and settings. You do not need to copy everything in your
own resources but provide links and short explanatory descriptions
what to expect behind a certain link. Unfortunately, some projects
have scattered information in multiple locations, e.g. their website,
customer area or documents in their source code repositories.

Generally it is wise not to duplicate information and scatter it in multiple
places. If your company already has a wiki or a folder with helpful
information, don’t store information about the new FOSS application in
another place unless you have very good reason to do so. If your business
already suffers from decentral knowledge bases, it might be a worthwhile
project to set up a central one, ideally FOSS.
Experience has taught that collecting knowledge collaboratively can work
very well. Therefore, encourage other people to contribute information to
your documentation. If they solved a problem on their own, they can
document how. They can also help make documentation more
understandable, for instance if your guides were too technical or ambiguous
in the first place, or if problem solving tasks changed after an update. Also, if
you make other people part of your migration project, the probability of them
accepting and understanding the reasons and path may turn out higher.

Internal and external communication

.
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Key to the success of any migration affecting more than one person is
communication. There are two types of communication which you should
consider during a software migration.
Internal communication is targeted at anyone affected inside your business.
Here, the scope you have created is a helpful resource for thinking of the
parties which shall be informed about the migration. Think of channels with
which you may reach them most efficiently, for instance internal mailing lists
or content management systems.
External communication means everyone outside of your company, so
clients, suppliers and the general public. Depending on the scope of the
migrations, some of these don’t have to be contacted at all, but you should be
prepared to communicate to any of them if you encounter grave issues, for
example the unavailability of your website or other services opened for
external access. Your prior thinking while writing the scope about what
possibly could go wrong will help you to define fitting audiences.
Depending on the type of software you are going the deploy, the amount and
content of your communication will differ largely. Switching to a new
website content management system certainly affects more people than
swapping a software for monitoring the uptime of your ICT services. The
following questions may help you to find the right audiences and messages:
•

Who has to be informed about the migration because they are
depending on the software which is going to be changed? This can be
separated into information before and after the migration.

•

At which point of time do you need to communicate? This depends
on the severity and whether you expect workflows to be changed.

•

What measures can you take to avoid confusion and fear? Changing
the mail client or document editing programme may raise worries by
your coworkers, so providing a reference to your knowledge base and
providing a point of contact of they have questions or problems will
be helpful.

•

Whom do you have to inform if things go terribly wrong, and what
will you tell them?

•

Whom do you want to inform if everything runs successfully? For
example, a new website system may involve a design improvement
with added functionality which may be worth a public blog post or
mailing to your customers.

On the one hand, communication around the migration can help reduce
surprises for people working in your company and your clients. On the other
hand, communication after a completed migration will raise awareness of a
modernisation and serve as a positive signal for both employees and yourself.
Fear, uncertainty and doubt is a general issue when it comes to computers and
specifically changes in software people are used to, but well-thought
communication can build trust. Therefore, make use of it!
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Assessment Quiz:
Which questions shall a good migration scope document answer at least?:
•

Why are you the right person to lead the migration?

•

What is going to be migrated?

•

How should the result look like?

•

How much would a repair by IT specialists cost if you failed?

•

Who depends on the software you will migrate?

True or false?
•

A migration schedule must only be edited at least five times to avoid confusion of
coworkers. [true / false]

•

In your migration schedule you should also consider a large conference your
company participates in. [true / false]

•

It is usually better to store all documentation in one place than to have different
locations. [true / false]

•

For external communication around your software migration, it is important to get
in touch with your clients as early as possible to prepare them. [true / false]

Complete the sentences:
Documentation is an important part to collect knowledge about your ICT systems. Instead
of storing all information you can find, it should rather provide shortcuts to solve specific
problems. It is also useful to collect where users can find more information to help them
helping themselves.

Exercise:
To gain real-life experience, conduct a test migration of a piece of software or make a few
operations on your computers which are complicated or often cause errors. During this
process, document how you solved certain problems and where you found more information
to solve them. Create the documentation in a way which would also help other users who
have less knowledge than you have. Think about which information you need to have in your
documentation, and which information actually is superfluous.

•
•
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Lesson Title: 5.3 Executing the FOSS implementation in
your business
Lesson Introduction:
Time to put your plans into practice! With a few easy tipps you will be able to execute the
migration to FOSS in your business environment successfully.
In this lesson we will explore the following:
•

Conducting the actual migration;

•

“Don’t panic”. If errors happen, your availability is important;

•

Organising issue reports in an efficient way;

•

Telling about your success.
Don’t panic and be available
Now it is time to deal with the actual implementation of FOSS in your
business and executing the migration to a new, more transparent and
sustainable IT solution. After following the recommendations above you,
your co-workers and potential external parties should be sufficiently prepared
and informed about this event.
However, it may well be that you will come across unforeseen problems like
edge case bugs, external happenings, undocumented behaviour or simple
human mistakes. Be assured that this is nothing to be ashamed of as this
happens to even highly experienced IT experts.
To mitigate these issues, proper preparation makes the whole process more
relaxed. If you have up-to-date backups which you confirmed to be complete
and revertable, if you informed the relevant users about possible migration
downtimes, and if you have documentation at hand, you will be able to deal
with most possible issues ahead. However, to avoid human mistakes, it is
important to not panic even if something fails.
All the more it is crucial to be available for affected persons during the
migration phase. Let them know how to reach you. If existent, make use of
internal communication channels to inform the company about the current
state and the roadmap.
Again, communication and preparation is the key to a successful migration to
a new IT solution. In the next step, you will be presented tools to ease error
handling.

Organising unorganised issue reports
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Being available during the migration phase will most likely cause other
software users to complain about issues and questions they have. Do not
underestimate the amount of time and work this may cause.
To compensate the burden of being a small point of contact for a larger user
base, make use of the knowledge base (like a wiki or special folder) to enable
them to help themselves. During the migration phase you can point to a site
with frequently asked questions or a help page with commonly known issues
which you can also extend continuously during the migration.
A popular tool to collect problems others experience is an issue tracker. Wellknown from code collaboration platforms like GitHub, GitLab, Gitea,
Savannah, SourceForge and others, issue trackers provide an easy interface
for users to report problems in a transparent way. Organised in individual
issues, problems can be further identified, and comments by other users can
be added. Depending on the exact software used, issues can also be
categorised with tags, interconnected, marked as solved or added to specific
milestones. This makes problem solving and progress visible to users in your
business which in turn increases understanding and motivation.
Depending on your business and the amount of people affected by the change,
other – even analogue – practices can also be viable to organise issue reports.
Think about the tools already available and how much new tools you feel
comfortable to introduce for one software migration.

Do good and talk about it
If the software migration is completed and the immediate aftermath is over, it
is time to celebrate the successful move to FOSS! This again is about
communication, but also about contemplation.
Think about the experiences you and your colleagues have made. The
advantages the new software brings to your business, its stability, flexibility,
independence and performance. Often, one tends to overlook simple facts
after diving so deeply into a topic and dealing with potentially complicated
problems on the road to its implementation.
Also use the time to think about the things that didn’t go so well after all. A
proper reflection about the reasons of mistakes and failures will be very
helpful for the next project to decrease the probability of this happening again
the next times.
After having compiled such a collection, think about suitable ways to make
the move to FOSS public, if only internally in your company. Listing the
positive effects will motivate yourself and others, and raise awareness of
modernisation of your IT infrastructure. Being open to FOSS also has proven
beneficial to attract a new target group of clients and potential workforces so
don’t be shy to speak about it.
Have a look at earlier learning units to remind yourself about the benefits you
granted yourself, your company and your clients. For example, transparency
of software code sets the foundation for a better IT security. Vendor
independence allows your company to evolve more quickly in terms of size
and direction, and may lower your long-term ICT costs. Turning away from
.
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closed, proprietary standards allows you to exchange data more smoothly and
makes further software migrations and enhancements easier.

Assessment Quiz:
True or false?
•

With good planning and scheduling, nothing can go wrong during the migration.
[true / false]

•

If some unforeseen problem during the migration happens, updating affected people
about the current status is important even if you could spend the time to fix the
problem. [true / false]

•

Migrating to FOSS also has positive effects for your clients. Informing them about
your change can be good PR for your company. [true / false]

The following tools are popular ways to organise issue reports:
•

A graphical code collaboration application

•

A wiki platform

•

A voicemail answering machine which people can call

•

A web form with pre-defined fields people can fill out

•

A text document on a shared network drive which everyone can edit

Exercise:
Pick three random applications which are installed on your computer and many other
machines in your company. If there is a technical problem with them, how can you report the
issue? Now take a closer look at the software which you would like to migrate to. How is it
different to the three applications you chose? How is it similar? Which models of issue
reporting do you prefer?

•
•
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Lesson Title: 5.4 Becoming part of a community

Lesson Introduction:
Migrating to FOSS is just the beginning of a journey. You will explore the fantastic
capabilities of FOSS communities. This lesson explains the basic vocabulary and gives
pointers how to get familiar with the people who form the software you adopted.
In this lesson we will explore the following:
•

How to receive updates and help by a FOSS community

•

How to deal with software updates

•

Typical FOSS developer vocabulary and workflows

•

Why and how to contribute resources for a FOSS project’s success
Stay informed, get help and help others
As the software itself, Free and Open Source Software projects often are very
transparent in the way they work and communicate. And with the multitude of
solutions, there are plenty of means how software projects exchange news and
ideas and how you, as a user, will be informed about updates and new
features.
Code repositories
Most projects nowadays host their software code in version control systems
like GitHub, GitLab or Gitea. All development of code, the proposal of new
functionalities and error reports happen on such platforms. Therefore,
following the development there guarantees staying up-to-date. However, for
people being completely new to software development and the typical habits
and terminology (see later), this can be confusing and overwhelming. So if
the FOSS project you are interested in offers other means of communication,
these may be your first choice for the beginning.
Newsletters
Known from advertisement mails, newsletters are an easy way to inform a
large audiences about new offers using the most common communication
channel in the IT world: e-mails. That’s why software projects also use them
to inform about important updates, the latest features and other interesting
developments.
Due to their nature, newsletters contain condensed information. Sensible
newsletter authors also know that sending too many e-mails in a short period
of time will drive readers away, so it is very likely that subscribing
newsletters of a FOSS project will keep the amount of e-mails low but still
sufficient for you to be informed about the most important things.
Mailing lists
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Mailing lists may already be a known tool in your business. They allow a
group to write to each other without requiring each sender to maintain a list of
individual addresses on their own. Instead, all receivers can be reached by
sending an e-mail to only one address which distributes the message to all
subscribers of the mailing list automatically.
In FOSS projects they have been the most important tool for a long time. For
example, the largest FOSS project, the Linux Kernel, still uses mailing lists as
the primary communication channel. However, more integrated tools like the
already mentioned code hosting platforms with extended functionality,
forums or instant messaging tools (see below) have replaced mailing lists in
some cases. Some projects even offer multiple channels for communication,
often with differing focuses, e.g. user help or developer chat.
Blogs/RSS
A popular way to keep users up-to-date with the development and updates are
blogs and websites in general. The majority of larger FOSS projects have a
website which provides information about the software, its core features and
where to find help and further information. Often, they also offer a blog in
which one can find articles sorted by date which for instance inform about an
update or other interesting happenings.
To make it easier to follow many blogs, most offer a subscription to their RSS
(Really Simple Syndication) feed. It consists of only one hyperlink which one
can add to a RSS reader application (“aggregator”) like RSSOwl or Liferea.
The e-mail client Mozilla Thunderbird and the web browser Firefox also
support subscribing to RSS feeds. The feed aggregators then will look
periodically for new articles published on the blogs you have added. This
way, you will never miss an important update and won’t have to remember
browsing the website regularly.
Forums
Forums are a useful platform for a community to help each other and discuss.
There is a vast choice of software used as the basis for a forum, but the
general look often is similar. There are different boards, topics, or categories
authors can write into, e.g. for user help, requesting new features or reporting
a problem. In these categories, messages are organised in threads, similar to
e-mail conversations. A thread can contain a theoretically unlimited amount
of individual messages but usually sticks to one topic. Questions not related to
the thread should be posted in another or new thread.
Due to their open nature, forums make it harder to be followed. As someone
interested in official announcements like updates, reading all posts in a forum
will most likely not be relevant for you. Some forum software enables you to
subscribe only one category in your RSS feeder or receive email notifications
about them. Usually, forums are not the only channel a FOSS project will use
to keep users up-to-date, but rather a tool to ask for help.
Popular FOSS forum applications are Discourse, MyBB or phpBB.
IRC and similar instant messaging
IRC (Internet Relay Chat) is a mature communication protocol with roots
back to 1988. It is organised in servers which host channels users can join. In
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these channels, all communication is text-based, so for sending screenshots
and large amounts of texts like log files, you are asked to use external links.
A Free and Open Source Software project offering an IRC chat will provide a
server and channel for you to join. For example, this may be irc.freenode.net
for the server and #fossproject as channel. Using an IRC client like Hexchat
or the webchat interface of the server you can join the channel.
Because IRC is not very user-friendly for today’s standards, multiple
alternatives emerged which also have been picked up by some projects.
Matrix, Discord, or Wire and Telegram channels provide similar functionality
while being easier to access.

Dealing with updates
Actively developed software will provide you with new features and security
fixes. Using the channels mentioned above, you therefore should keep
yourself up-to-date with the latest developments.
As soon as you got word of an update, you should inform yourself about it.
An important piece of information is the severity of an update. If it fixes
security issues, you should plan the implementation of the new version as
soon as possible. If it is extra functionality or even a test release, you usually
can give it some more time.
In any case, it is crucial to prepare carefully. Any change of the software can
potentially break your current setup and influence established workflows in
your company. Therefore, reading the changelog and – if existent – other
announcements and documentation on the new version is highly
recommended. They are supposed to indicate whether there are breaking
changes or other potentially undesired side effects.
But even if there is no such indication, things can go wrong. Therefore, you
are advised to install the new software in a safe test area if that is existent in
your environment. Most immediate problems will then become evident. If
there is no test area, it is wise to roll out the update only on a small number of
installations.
Other than that, look out for the common pitfalls mentioned in lesson 1 of this
unit.

Developers’ habits and terminology
Software developers cultivate a certain terminology and culture which may
not be obvious to people not familiar with software engineering and online
communication and collaboration techniques. In the following, you can read
about the most common terms which make it easier for you to understand
what FOSS communities and their developers talk about. This list is by no
means complete but may serve as a good start:
•

.

Upstream is the origin of a software and can be used as a description
of the team behind the software or a technical description of the
source code repository a software is mainly developed in. Since Free
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and Open Source Software allows reuse and modification of software,
there may be multiple derivations of a software (→forks). This can
for example be a GNU/Linux operating system which has to make
small changes to a programme in order to make it run smoothly on an
end user’s computer.
Upstream is not to be confused with maintainers, although they might
overlap. An application’s maintainer often takes care of curating its specific
implementation in a certain operating system since there might be a few
special adjustments which have to be made.
If the users of the systems reports an issue, the maintainers of a software
package may refer to upstream because they do not feel it is a fault of their
operating system but of the original creators of the software. Because of this
nature, it is recommended for software developers to send their requests and
improvement to upstream in order to have it fixed for an as large amount of
users as possible. Users can do that as well but make sure that their issue
hasn’t been reported before in order to avoid duplicated reports and extra
work for the developers.
•

Git/VCS: Git is the most popular VCS (Version Control System)
available right now. There are others like SVN or CVS. It allows
single users and teams to work collaboratively, mostly on code. The
benefit of version control is that changing a file does not delete the
original status of a file but saves it. This enables you and others to
track how a file and a whole repository of code changed, and to revert
these changes if desired.

Moreover, Git is a distributed, decentralised version control system. It allows
people to work independently on a project and later merge it together in a safe
way. It has been created to make the development of the Linux Kernel more
efficient and is the key element of large code hosting providers like GitHub
and GitLab.
•

Bug: In software development, a bug is not an insect but a
unintentional error. A bug can cause a complete crash of an
application but also be a design flaw or a strange behaviour in certain
conditions. Bugs can be fixed by →a patch.

•

Patch: If a developer fixes a problem, this often is called a patch. This
term sometimes is also used for other enhancement which enhance or
alter the functionality of a programme. This does not necessarily only
cover software code but also documentation, help instructions, or
even simple typos in input fields.

•

Fork: Free and Open Source Software allows programmes to be
shared and improved. If a person makes a copy of a software project
and intends to make modification on their own and independent from
upstream, this is a fork. Today, forks are often used to make new
suggestions to a software project, for example a new feature. The
maintainers are then welcomed to merge these changes back into the
original project.

However, there are also occasions where forks are planned to co-exist with or
even replace the originating software. This is when developers cannot agree
.
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on a common course, or if the original project became inactive or made
decisions others did not agree with. While this may annoy the end users, it is
an important freedom of FOSS. If a programme starts to, for example, harm
one’s privacy or switches to a proprietary licence, an alternate programme can
be developed without having to start from square one.
•

Changelog: In order to keep track of changes of a software, a
changelog lists changes to help collaborators and users. It can either
collect even the smallest modifications or only larger improvements
to improve overview. It is an important document for users who
intend to make an update of an application.

•

Code of Conduct: Guaranteeing a good environment and standard of
communication becomes more and more important for FOSS
projects. Code of conducts help to define the standards and rules of a
community. If you plan to become active with a software project, this
is an important document to read.

Contribute your resources
Free and Open Source Software is only possible thanks to its strong
communities. These consist of voluntary and non-paid individuals,
organisations, companies and public bodies. Because of this variety, there are
countless ways how these actors can support FOSS and the particular
software projects.
Obviously, there are developers. Many projects would not exist without
volunteers who contribute code, translations, testing and design
improvements on a non-paid basis in their free time. There are also companies
developing FOSS with a multitude of business models. Also non-profit
organisations and public bodies develop their own software or improve
existing software on the market.
Since FOSS often can be used for free by any user and organisation, FOSS
projects depend on financial support. This can happen through donations by
individuals, companies or funds. Companies and organisations can also
support a software project indirectly by contracting the main developers or
external firms to create new features, and publishing these under a FOSS
licence in order to merge it upstream to the original project.
As a user of Free and Open Source Software, we highly recommended you to
become part of a project’s community. This often starts with reporting
problems you experienced and helping the developers to resolve them.
Furthermore, you can help other users with their problem in order to increase
the user base of a software and strengthen the community.
As a business relying on programme, you should also consider to contribute
further resources to a community. Either by direct funding or by sponsoring
extra functionality and improvements. This way, you can help yourself and
make sure that the software you use is secure, actively maintained, up-tospeed with the latest technical opportunities, and serving your own interests.
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Assessment Quiz:
Multiple choice: Good sources to receive timely news about a FOSS application contain:
•

Newsletters and instant messaging channels of the project

•

Media reports in tech magazines

•

Mailing lists

•

Code repositories

True or false?
•

If a FOSS application is being forked, it is an indicator that you should switch to
another application soon. [true / false]

•

A patch for a piece of software can also be created by non-programmers. [true /
false]

•

CVS is the most modern version control system and widely used by FOSS
developers. [true / false]

•

For each application, there usually is only one Upstream. [true / false]

•

A Code of Conduct defines technical standards to equalise the look of the software
code. [true / false]

Following actors can contribute to FOSS:
•

Hobbyist developers

•

Companies

•

State Governments

•

Non-profit organisations

•

Designers

•

Corporations selling proprietary software

Complete the sentence:
No software is perfect. Therefore, updates keep compatibility with new technical
developments and fix security issues. You should read the changelog in order to prepare
them properly. If there is a problem with the new version, you can look for help in the issue
reports of the application’s maintainers who manage the programme for your operating
system, or directly upstream, the main team behind the software.

Exercise:
.
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Make yourself familiar with the FOSS application you migrate to.
1. Which different communication channels does it offer?
2. How can you report problems to its development team?
3. Try to identify the 3-5 most active developers of the projects and find out since when
they have contributed to the code.
4. Make your first contribution to the project. For example: enhance a translation or fix
a simple error. Give feedback for an open design question in a discussion. Or help
another user who has a problem which you have been able to solve. If none of that is
possible, say at least hello to the community behind the project, using one of its
communication channels which are not solely used for reporting errors.
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